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RINGKASAN

Perkembangan bidang teknologi informasi dewasa ini tentu sangat berpotensi bagi kemajuan
dunia pendidikan. Akan tetapi, hendaknya modernisasi adalah pembaruan aspek- aspek kehidupan
masa lampau suatu masyarakat untuk disesuaikan dengan kebutuhan masa Kkini dan masa
mendatang, tanpa menghancurkan unsur-unsur orisinalitasnya. Inilah harapan masyarakat awam
terhadap pembangunan yang sedang berlangsung dewasa ini. Potensi pendidikan teknologi
informasi di Pekanbaru, tentu saja didukung dengan keberadaan SMK Bina Profesi Pekanbaru,
yang menjadi tolak ukur dalam menghasilkan lulusan profesional yang siap kerja, khususnya lulusan
yang dicetak oleh SMK Bina Profesi. Sebelumnya kami sudah melakukan woekshop tentang
pengetahuan dasar Linux Operating System. Dari hasil evaluasi dirasa perlu untuk menambahkan
materi lanjutan terkait implementasi Web Server dan DNS Server Linux dan dirasa perlu bagi
siswa/wi SMK Bina Profesi Pekanbaru untuk mempelajari dasar materi tersebut. Adapun materi
yang akan diberikan diantara nya :

1. Web Server

2. DNS Server



KATA PENGANTAR

Puji dan syukur kehadirat Allah SWT Yang Maha Pengasih dan Maha Penyayang, atas
berkat kasih karunai, rahmat dan hidayah serta lindungannya-Nya kepada kami, sehingga penulis
dapat menyelesaikan laporan pengabdian kepada masyarakat ini dengan lancar. Penelitian kami
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BAB I
PENDAHULUAN
1.1 Latar Belakang

Kemajuan ilmu pengetahuan dan teknologi suatu bangsa tentu tidak terlepas dari keberhasilan
proses pembelajaran di lembaga-lembaga serta institusi-institusi pendidikan tinggi di negara
tersebut. Tahapan perubahan diharapkan mampu membawa bangsa ke arah kemajuan peradaban
yang lebih tinggi dan meresap secara utuh sebagai jati diri bangsa tersebut. Tingkat penguasaan
ilmu dan teknologi merupakan bukti nyata keberhasilan pembangunan. Undang-Undang No. 20
Tahun 2003 tentang Sistem Pendidikan Nasional menyatakan bahwa pendidikan nasional berakar
dari kebudayaan bangsa Indonesia yang terangkum dalam Pancasila dan UUD 1945, yang
berfungsi untuk mengembangkan kemampuan serta meningkatkan kualitas kehidupan bangsa
Indonesia.Perkembangan bidang teknologi informasi dewasa ini tentu sangat berpotensi bagi
kemajuan dunia pendidikan. Akan tetapi, hendaknya modernisasi adalah pembaruan aspek- aspek
kehidupan masa lampau suatu masyarakat untuk disesuaikan dengan kebutuhan masa kini dan
masa mendatang, tanpa menghancurkan unsur-unsur orisinalitasnya.

Potensi pendidikan teknologi informasi di Pekanbaru, tentu saja didukung dengan keberadaan
SMK Bina Profesi Pekanbaru, yang menjadi tolak ukur dalam menghasilkan tenaga-tenaga kerja
siap pakai maupun tenaga-tenaga profesional di bidang teknologi informasi, khususnya lulusan
yang dicetak oleh SMK Bina Profesi Pekanbaru dimana terdapat jurusan Teknik Komputer dan
Jaringan(TKJ). Berdasarkan hasil wawancara dengan Kepala jurusan TKJ dapat dikatakan bahwa
siswa/wi SMK Bina Profesi masih belum familiar dengan penggunaan Linux.

Pada pengabdian sebelumnya, kami sudah mengangkat judul mengenai pengenalan dasar

operating system linux yang diikuti oleh siswa/i SMK Bina Profesi Pekanbaru. Dari hasi evaluasi
didapatkan salah satunya adalah Peserta workshop pada umumnya belum mampu menjalankan

system operasi linux bahkan ada yang belum pernah menggunakan.



1.1 Solusi Yang ditawarkan
Solusi yang ditawarkan dalam kegiatan ini adalah memberikan pengetahuan lebih terkait pada
proses dan tahapan-tahapan implementasi server berbasis Linux Ubuntu yang lebih mudah

dimengerti dan detail.

Tabel 1. Rencana Target Capaian

No Jenis Luaran Indikator Capaian
1 | Publikasi ilmiah di jurnal / proceeding Tidak Ada
2 | Publikasi pada media (cetak/elektronik) Tidak Ada
3 | Peningkatan pemahaman dan keterampilan masyarakat Ada
BAB II.

Tujuan dan Manfaat
2.1 Tujuan Kegiatan

1. Meningkatkan kemampuan dan kompetensi siswa dalam pemahaman mengenai server
berbasis linux ubunut dari mulai instalasi hingga konfigurasi dan perintah-perintah yang
biasa digunakan pada server ubuntu.

2. Dengan adanya pemahaman tadi, siswa mampu megembangkan diri dengan membangun

kelompok diskusi sehingga bisa mempelajari linux ini lebih dalam lagi.

2.2 Manfaat Kegiatan
1. Guru mampu mengevaluasi dan menganalisa sampai dimana pemahaman siswa mengenai
linux yang nantinya bisa menjadi pertimbangan bagi prodi untuk lebih meningkatkan
materi-materi pembelajaran pada matakuliah terkait misal opensource

2. Siswa semakin terbuka wawasannya untuk mengexplore lebih dalam lagi mengenai linux.



Bab I1I.

Metode Pelaksanaan

3.1 Materi

Kegiatan Pelatihan implementasi server berbasis linux ubuntu untuk Siswa/wi SMK Bina
Profesi Pekanbaru akan dilaksanakan pada bulan Oktober 2021, dengan perincian materi sebagai
berikut :

* Pengantar Teknologi Open Source
» Pengetahuan mengenai DNS Server dan Web Server

* Implementasi DNS Server

* Implementasi Web Server

3.2 Metode Pelaksanaan Kegiatan
Metode pelaksanaan kegiatan dapat diuraikan sebagai berikut :
1. Registrasi Peserta Pelatihan
2. Persiapan tempat dan sarana pelatihan.

3. Pelaksanaan pelatihan dengan menggunakan Zoom Meeting

3.3  Waktu dan Tempat Kegiatan
Workshop ini dilaksanakan pada hari Kamis, 21 Oktober 2021.



3.4 Hasil dan Evaluasi
Berdasarkan pengamatan dan evaluasi yang dilakukan selama Pelatihan berlangsung, dapat
disimpulkan bahwa :

1. Pemahaman Siswa/wi SMK Bina Profesi Pekanbaru mengenai penggunaan Sistem
Operasi Linux.

2. Meningkatnya kesadaran dan wawasan peserta bahwa perangkat lunak open source
memiliki keunggulan yang sangat kompetitif dengan perangkat berlicenci. (Ex. Linux
release bahkan kurang dari 1 tahun)

3. Siswa merasa pertemuan dan waktu pelatihan dirasa masih kurang dan akan dilanjutkan

pada kelompok belajar yang telah dibuat sebelumnya.



Bab IV
Kesimpulan dan Saran

4.1 Kesimpulan

Adapun beberapa kesimpulan yang bisa diambil oleh penulis untuk pengabdian kepada
masyarakat ini adalah sebagai berikut :
1. Peserta workshop pada umumnya belum mampu menjalankan system operasi linux bahkan
ada yang belum pernah menggunakan.
2. Siswa merasa pertemuan dan waktu peatihan dirasa masih kurang dan akandilanjutkan

pada kelompok belajar yang telah dibuat sebelumnya.

5.1 Saran
Adapun beberapa saran yang dapat disampaikan penulis untuk pelatihan ini yaitu, siswa
bisa diberikan contoh kasus nyata mengenai implementasi server berbasis linux ini untuk

menambah waawasan dan keterampilan siswa.
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LAMPIRAN

TAHAP | INSTALL UBUNTU SERVER

e Masukkan CD Ubuntu Server dan booting computer ke cd- rom

e  Tampil awal dan pilih “Install Ubuntu Server”

Install Ubuntu Server

e PilihBahasa...

[!!] Choose language |

Please choose the language used for the installation process. This
language will be the default language for the final system.

This list is restricted to languages that can currently be displayed.
Choose a language:

Albanian

Arabic

Basque

Belarusian

Bosnian

Bulgarian

Catalan

Chinese (Simplified)
Chinese (Traditional)
Croat ian

Czech

Danish

Dutch

Shaip
e
Euskaraz
Benapyckas
Bosanski

Hrvatski
Cestina
Dansk
Neder lands

<Go Back>




e Pilihzonalokasi... pilih “Other” kemudian “Asia” dan Cari “Indoneisa”...

[1!] Choose language |

Based on your language, you are probably located in one of these
countries or regions.

Choose a country, territory or area:

Australia
Botswana
Canada

Hong Kong
India

Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa
United Kingdom
United States
Z2imbabwe

<Go Back>

e Pilinlayout/jenis keyboard, pilih aja “No”

1 [11 Ubuntu installer main menu |
You can try to have your keuboard lavout detected by pressing a
series of keys. If you do not want to do this, you will be able to
select your keyboard layout from a list.

Detect keyboard layout?

<Go Back>

e Ubuntu Installer akan melakukan pengecekkan terhadap CD yg digunakan

1 Scanning CD-ROM |

GE

scanning /cdrom/pool/maingd. ..




e Ubuntu Installer menjalankan komponen sebagai pendukung...

1 Loading additional components |

Retrieving jfsutils-udeb

e Instalasi Network..., untuk sementara diabaikan aja karena nantinya akan di setting secara manual aja.

1 Configuring the network with DHCP |

This may take some time.

e Masukan nama hostname/computer sesuai keinginan, misal: persegi

[1] Configure the network f

Please enter the hostname for this system.

The hostname is a single word that identifies uour sustem to the
network. If you don't know what your hostname should be, consult your
network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:

<Go Back> <Cont inue>

oves between items;




e Pengaturan Harddisk, pilih “Manual” karena akan dipersiapkan secara maksimal.

[11] Partition disks |

The installer can guide you through partitioning a disk (using
different standard schemes) or, if you prefer, you can do it
manually. With guided partitioning you will still have a chance later
to review and customise the results.

If you choose guided partitioning for an entire disk, you will next
be asked which disk should be used.

Partitioning method:
Gdlded - Oéé entire disk and set up LW

Guided - use entire disk and set up encruypted LVM
Manual

<Go Back>

Dari harddisk 160Gb dibagi sebagai berikut:

/boot 1Gb ext3 Boot Flag Boot

/ 3Gb ext3 System

lusr 4Gb ext3 Static Variable
Ivar 4Gb ext3 Variable

swap 0.52Gb swap Swap
/home/proxyl 12.5Gb XFS/ReiserFS Chache proxy #1

/home/proxy2 12.5Gb XFS/ReiserFS
/home/proxy3 12.5Gb XFS/ReiserFS
/home/share (sisanya) FAT32

Chache proxy #2
Chache proxy #3
Share Documents

e Ubuntuinstallerselanjutnyaakanmenginstall system dasar yang dibutuhkan, tentunya setelahmemformat harddisk.

Retrieving libncursess...

| Installing the base sustem |

e Membuat account user dan member password, misal account “Opikdesign” dan user “opikdesign”

[11] Set up users and passwords |

A user account will be created for you to use instead of the root
account for non-administrative activities.

Please enter the real name of this user. This information will be
used for instance as default origin for emails sent by this user as
well as any program which displays or uses the user's real name. Your
full name is a reasonable choice.

Full name for the new user:

Opikdesidn

<Go Back> <Cont inue>

moves between items;



[11] Set up users and passwords |

Select a username for the new account. Your first name is a
reasonable choice. The username should start with a lower-case

letter, which can be followed by any combination of numbers and more
lower-case letters.

Username for your account:

<Go Back> <Cont inue>

[t!] Set up users and passwords

A good password will contain a mixture of letters, numbers and
punctuation and should be changed at regular intervals.

Choose a password for the new user:

<Go Back>

<Cont inuez

between items;

['!] Set up users and passwords |

Please enter the same user password again to verify you have tuped it
correctly.

Re-enter password to verify:
——

<Go Back» <Cont inues

between items;



e Ubuntu Installerakanmempertanyakan apakahconnectionkeinternet pakeproxy,tapi klotanpaproxy bisapilih “continue”

[!] Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter
the proxy information here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
“"http://[[user] [:pass] €] host [:port]/".

HTTP proxy information (blank for none):

<60 Back> <Continue>

e Konfigurasi APT

1 Configuring apt |

scanning the mirror...

Tah> moves between items:

e Memilih paket... pilih aja: DNS Server, LAMP Server, OpenSSH Server, Print Server dan Samba File Server

1 [1] Software selection |
At the moment, only the core of the system is installed. To tune the
system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software to install:

<Go Back> Cont inue




Memulaiinstalasi... ditengah?2 instalasi, akan ditanyakan password untuk MySQL, bisa dikosongkan ato boleh diisi...

1 Select and install software |

Preparing perl

Instalasi GRUB Boot loader

1 Installing GRUE boot loader |

Looking for other operating systems...

e Instalasi berakhir, keluarkan CD- nya. Pilih “Continue” untuk restart dan boot dari harddisk.

1 [1!] Finish the installation }
Installation complete
Installation is complete, so it is time to boot into your new sustem.
Make sure to remove the installation media (CD-ROM, floppies), so

that you boot into the new system rather than restarting the

installation.

<Go Back>




TAHAPII
LOGIN

e Lakukan login.
o Kemudian masuk ke root, kemudian masukan password:

[user]@[host] :~$ sudo su
cirinya klo sudah masuk root maka prompt berubah menjadi

root@[host]:/homel[user]#

seperti ini:

TAHAP 111 SETING
ETHERNET CARD

Editfile /etc/network/interraces, bisa menggunakan bantuan v: atau picodan lainnya, tetapi disini penulis mengunakan p:co
karena sudah familiar.

# pico /etc/network/interfaces

Sebelumnya tentukan dahulu IPv4 untuk kartu jaringan ethl, misal IP 192.168.0.1 dan netmask 255.255.255.0.
Dan perludiingat, kartujaringan ethO terhubung denganmodem ADSL dan IPv4 mengikuti DHCP darimodemjadikitatidak perluseting langi
karena sudah diseting saat peng- install- antersebutdiatas.

Isi file /etc/network/interfaces rubah menjadi berikut :

auto lo
iface lo inet loopback

auto ethO

iface ethO inet static
address 192.168.1.2
netmask 255.255.255.0
network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.1
dns-nameservers 192.168.1.1

auto ethl

iface ethl inet static
address 192.168.0.1
netmask 255.255.255.0
network 192.168.0.0
broadcast 192.168.0.255
dns-nameservers 192.168.0.1
dns-search dns.persegi.net

kemudian di- save.



Lakukan restart/start pada network:
# /etc/init.d/networking restart

Lihat hasil seting kartu jaringan pada ethO dan ethl:
# ifconfig

seharusnya hasilnya:

TEXEUNS
rrun

dropped
0O dropp

(0.0 E)
400

TAHAP IV
MEMBUAT SETTING DIAL- UP UNTUK MODEM ADSL

Install dahulu repository pppoe :
# apt-get install pppoe

Jalankan pppoeconr
# pppoeconf

tampilannya akan seperti ini:

52 I found Z ethernet devices:
a2 ethl
5 ethl

4 Are all your ethernet interfaces listed above?

[If No, modconf will he started so you can load the
4 card drivers manually) .

4 Or press ESC to sbort here.

AAaQaaaaaaqaqaaaaaqaqaaaaaaaaaaqaaaaaaaqaaaaaqaaqaaaaqaaqaans




e Pilih“Yes” kemudian dia akan mendeteksi sendiri berada dimana modem ADSL tersebut.

H SFCANNING DEVICE A8484848
Looking for PPPoE Access Concentrator on ethl. ..

Aaaafaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaanasas

2 POFULLE OFTICNS

Most people using popular dialup providers prefer the options
'noauth' and 'defsultroute' in their configuration and remove
the 'nodetach' option. 3hould I check your configuration file
and change these settings where neccessary?

[AAASaaa8aaaaaa8aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaoaaaaaaaaaaaaaaaaaaaaas:

e Pilih“yes”, diminta username dan password ADSL

SA8aaa8a8Ra8884883885
Please enter the username which you usually need for
the PPP login to your provider in the input hox helow.
If you wish to see the help screen, delete the
username and press COH.




4 Please enter the password which you usually need for
4 the PPF login to your provider in the input hox helow.

4 NMOTE: wou can see the password in plain text while
4 typing.

<0k

Klo sudah, checkdifile /etc/network/interraces akan adatambahannya sepertiini :

auto dsl-provider

iface dsl-provider inet ppp

pre-up /sbin/ifconfig ethO up # line maintained by pppoeconf
provider dsl-provider

maka isi keseluruhan file (tulisan warna merah) :

auto lo
iface lo inet loopback

auto eth0

iface ethl inet static
address 192.168.1.2
netmask 255.255.255.0
network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.1
dns-nameservers 192.168.1.1

auto ethl

iface ethl inet static
address 192.168.0.1
netmask 255.255.255.0
network 192.168.0.0
broadcast 192.168.0.255
dns-nameservers 192.168.0.1
dns-search dns.persegi.net

auto dsl-provider

iface dsl-provider inet ppp

pre-up /sbin/ifconfig ethO up # line maintained by pppoeconf
provider dsl-provider

Check interfaces dial- up dengan irconrig, dial- up akan munculinterfaces ppp0

# ifconfig ppp0

fconfig pppo
int-to-Point Proto

Atau cara nge- checklain, lakukan ping ke inet.



TAHAP V

UP- DATE DAN UP- GRADE SYSTEM,
SEKALIGUS INSTALL BEBERAPA
REPOSITORY YANG AKAN SERING
DIPAKAI

Up- date database repository :

# apt-get update

Up- grade :

# apt-get dist-upgrade

Up- grade Kernel Linux :

# apt-get -y install linux-image-server linux-restricted-modules-server linux-server
Install beberapa repository penting yang akan sering terpakai. ..

# apt-get install iptraf iftop whois sysstat snmp snmpd rrdtool dbconfig-common libphp-adodb php5-cli php5-gd
php-pear php5-snmp phpb-adodb phpmyadmin make rpm alien subversion sysvconfig nmap hping2 libnet-netmask-perl
curl

Lakukan restart.

# reboot

TAHAP VI INSTALL
DAN SETING

DHCP SERVER

Untuk server, mungkin perlu DHCP Server agar computer client yg terhubung langsung mendapat IP tanpa seting secara manual.

Installdahulu DHCPServer, dan reposistor tersebutsudahtersediadalam CDyangbernama DHCP3 Server, cara
mengaktifkan sebagai berikut:

o Edit file /etc/apt/sources.1ist,
# pico /etc/apt/sources.list

dan cari script :

# deb cdrom: [Ubuntu-Server 8.10 Intrepid Ibex - Release 1386 (20081028.1)]/ intrepid main restricted

kemudian tanda “#” dihilangkan kemudian di- save, script- nya:
GNO nano 2.0.7

File: /etc/apt/sources.list Modified

o Masukkan CD Distro Ubuntu 8.10 Server kemudian di-

Mount. # mount /dev/cdrom /cdrom

o Lakukan up- date:
# apt-get update
makaserver akanmeng- updatetermasuk downloadupdate dari mirror- mirror ubuntu, process downloadmemanglama kloingin

cepatmakamatikanfungsi- fungsiupdate yg bersifatdownload, caranyaeditfile /etc/apt/sources. 1ist dan carikemudian
beritanda “#”.



o Barulahinstall dhcp3 server- nya,

# apt-get install dhcp3-server

seharusnya hasilnya :

Setelahdiinstall, lakukan setmg padaDHCP3 Server,misalnya dgnasumsijaringan pada ethl padarange r»
192.168.0.100- 192.168.0.200dan Netmask 255.255.255.0. Editfile conf pada DHCP3 yaitufile

/etc/dhcp3/dhcpd. conf,
# pico /etc/dhcp3/dhcpd.conf

Rubah menjadi :

ddns-update-style none;

subnet 192.168.0.0 netmask 255.255.255.0 {
option broadcast-address 192.168.0.255;
option subnet-mask 255.255.255.0;
option domain-name-servers 192.168.0.1;
option domain-name "dns.persegi.net"; #sesuaikan keinginan
option routers 192.168.0.1;
option netbios-name-servers 192.168.0.1;

default-lease-time 600;
max-lease-time 604800;

log-facility local7;

range 192.168.0.100 192.168.0.200

Catatan,

untuk option domain-name-servers nantibisa diganti dgn DNS ISP yg bersangkutan klo tidak menginstall DNS Server dan seandainya
DNS lebih dari satu tinggal diberitanda koma “,”

begitu juga option netbios-name-servers blsa dihilangkan klo nanti tidak membuat WINS Server,.

Setelahitu editfile /etc/default/dnep3-server dan disinilah settingan DHCPdefaultinterfaces.

# pico /etc/default/dhcp3server

Rubah atau isi INTERFACES- nya seperti dibawah ini

Lakukan restart DHCP3- server dengan:
# /etc/init.d/dhcpd3-server restart
Akan muncul dilayar:
* Starting DHCP server dhcpd3 [ OK ]
DHCP bisa di buat seperti halnya MAC Filter, dalam pengertian sebagai berikut:

Kitasebelumnya sudahmencatat MAC- ADDRESS dari seluruh hardwareEthernet maupunwifi clientyang kemudiandiberikan IP sesuai
ketentuan MAC- ADDRESS; contohcomputer A dengan MAC 00:AA:BB:CC:DD:11 akan selalumendapatIP 192.168.0.123.



Rubah /etc/dhcp3/dhcpd.conf, contoh konfigurasi dengan MAC Filtering :

Jadi disini bisa dipahami seharusnya, coba lihat keterangan bertulis tebal...

Selanjutnya MAC- ADDRESS bisa disesuaikan dengan client, tersebut diatas hanya contoh...

TAHAP VII SETING
Open-SSH SERVER

DAN MENGGUNAKAN PuTTY &
WinSCP UNTUK REMOTE KE
SERVER

Sebuah portyang cara komunikasinya diencryptiondan artinya para pembajak/penyadap jaringantidak bisa mengartikannya, dengan demikian
komunikasi sangataman. SSHinibiasanyadigunaka untukremote server sebagai penggantitelnet, rshdanrlogin. Aplikasi server yangsering
digunakan dan akankitagunakan disiniadalahPuTTY untuk remote selayaknyakita duduk di depan monitor dankeyboar server dan WinSCP
berfungsi untuk transfer file seperti halnya sftp.

Padaumumnya port Open- SSHdefault di port 22 dan sebaliknya dirubah denganalasan untukkeamanan, dirubah ke portyang masih kosong
atuyang belum digunakan untuk fungsilain misal, 222 ato 2222 ato berapa aja.

e Editfile /etc/ssh/sshd config :

# pico /etc/ssh/sshd config

cari rort 22 dan ganti dengan port yang di kehendaki semisal rort 221

e Kemudian restartopen- ssh:

# /etc/init.d/ssh restart

hasil tampilannya :

e Kemudian memberipassword pada user root agar tiap kalilogin untukmengeditfile bisa langsungedit dan bisa langsung meng-
copy atopaste file disemua folder linux. Padadasarnyausername root sudah ada hanya belum ada passwordnya akhirnya seakan
tidak aktif. User rootiniada user yang memiliki hak akses dan sebaiknya jangan diberikan ke orang lain.



Cara mengganti/memberi password :

# passwd root

masukan password yang dikehendaki dan ketik ulang.

i ] ju root

Download program PuTTY danWinSCP dari computer client yang ber- OS windows.

Download PuTTY >>> http://putty.cbn.net.id/download.html
pilihyangversiinstaller karenalebihstabil ataulangsungkelinkini >>> http://tartarus.org/~simon/putty- snapshots/x86/putty- installer.exe

Download WIinSCP >>> http://mirror.its.ac.id/pub/winscp/
pilih yang versi installer juga atau langsung ke link ini >>> http://mirror.its.ac.id/pub/winscp/winscp407setupintl.exe

Kemudianinstall PUTTY danWinSCP, disini tidakperlu saya bicarakan bagaimana caranyakarena hal yang mudah.

Caramenggunakan PuTTY, masukkan ip ato nama host server kemudian masukkan port yang sudah dirubah.

| p— —
ed 4
| Bazic options for your PuT TV session |
L.oggmg — Specify the destination vou want to connect to
= Terminal
Hast Mame [or IP address) Part
- Keyboard
- Rell (19216801 [221
- Features Connection type:
= Windaw " Raw  Telnet © Rlagin & 55H ¢ Serial
- BppEarance B )
- Behaviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection I
Eologrs Default Settings Laad |
- Conmection WinSCP temporary session
- Data cit_l,ladq:-:pn B |
- Prasy peErseqi
- Telnat Delete |
- Rlogin
B 55H
- Serial Cloze window an exit:
|  Always € Mever  © Onlyon clean exit

About Help Open I Cancel

Click Openklosudahmengisi HostName/IP server maupunport- nya.
Maka tampilan akan menjadi...

Nah tampilan seperti apa?! Sama persis saat login pertama khan?! Apa bedanya dengan duduk depan server langsung?! Tentu Aja
jawabannya sama. Maka dari itu Ubuntu Server sudah tidak memerlukan Monitor maupun Keyboard lagi karena akan di- remote di
computer lain atas alasan effisiensi.


http://putty.cbn.net.id/download.html
http://tartarus.org/~simon/putty
http://mirror.its.ac.id/pub/winscp/
http://mirror.its.ac.id/pub/winscp/winscp407setupintl.exe

e Cara menggunakanWinSCP.

Session —Seszion
] Stored sessions Host namne: Pt number:
ii| -loaging [152168.01 221 =
Enviranment
- Diirectories User name: Pazsword:
SFTP I[DDt LIl Il Il L))
i SCPShell
EEDn;ECtIDn Private key file:
- Prowy
“o Tunnel I _I
S5H
i K.ep exchange —Protocot

- Authentication

File protocal: ISFTF' 'I [v Allow SCP fallback
i Bugs
Freferences
Select color |

v Advanced options

Aot Languages Login I Save... | Cloge |

Masukkan host name ato ip server dan port- nya, masukkan pula username dan passwordnya, disini saya sarankan menggunakan
username dan password root dengan alasan agar kita bisa mendapat full akses ke semua folder maupunfile bertujuan kita bisa mengedit
file2 configuration. Kemudian click Login.

Tampilannya akan seperti ini...

"z root - root@192.168.0.1 - WinSCP =101 x|

Local Mark Files Commands Session Options Remote Help

=2 .

& L3 PE e WP S M B

h:"Mydocuments L= R SRR A= -0 \:_lv_‘)vﬁﬂ :EE
Mame +  Ext Size | Type Change | | Mame <  Ext -
®.. Parent directory  6i1/200 ..

S adsmax File Folder glzalz ) .aptitude

Dadim File Folder B126(21 I3 .debtags

) Adobe File Folder 4420 £ .grupg

| AdobestackPhotos File Folder 12/26) ) ssh

| back-up kingstone File Folder 4116/21 () dpkg-dey

CIBCA File: Folder 4126121 Chkernel_2 6.28-11

|C)Bluetaath Exchange Fal... File Folder 414201 Clain

|CJ)Bus Driver File Folder 11/16/; () Maildir

ICICIRON File Folder 5130/21 ) profile

I City-ad Expo File Folder 615201 [C)squidz, 7stable

I Command and Conquer. . File Folder gfzalz [Cupdate_webmin_1460

I Carel User Files File Falder alz5i21 [Cupdate-kernel

j,JDP.TP. ADMIN File Folder o s el [Cupdate-kernel_linux-2.6.28.9

FATA VWER Fila Frlda =TT erln! T [ Fmdzbalic e & 27 14 hd
] 1 » 1| | »
OB of 4514 KiB in 0 of 45 0B of 85,566 B in 0 af 31
& F2Rename | § F4Edit BS FS Copy (i F&Mave (3 F7 Create Directory 3< Fa Delete B F2 Properties W1 F10 Quit

5 sFre3 oozm
Sisikiriadalahvy pocument dansisikananadalahfolder /oot diubuntuserver. Disini
kitabisamemindahkanfileataufolderdarikiri danke kananmaupun sebaliknya.
Bisamasuk ke semuafolder diubuntu server maupun bisamerubah file2 configuration termasukmembuat file configuration lainnya.

TAHAP VIII MEMBUAT
NAT /ROUTER

Agar client bisa terkoneksi dengan internet maka kita harus mengaktifkan ip forward.

« Membuat router maka aktifkan IP Forwarding, dari ppp0 ke ethl, editfile /etc/sysctl.conf :

cari teks

# net.ipvd.ip forward=1

Aktifkan dengan menghilangkan tanda “#”, menjadi :

# net.ipv4.ip forward=1l

untuk meningkatan pengaman sebaiknya anti spoofing attack dan kernel map protect diaktifkan, cari teks2 dibawah ini...

# net.ipvéd.conf.default.rp filter=1
# net.ipv4.conf.all.rp_ filter=1



Aktifkan dengan menghilangkan tanda “#”, menjadi:

kemudian save. Dan lakukan reboot
# reboot

e Membuat NAT dengan command iptabies
# iptables -t nat -A POSTROUTING -o ppp0 —j MASQUERADE
Lakukan test di client, bisa langsung browsing atau melakukan ping ke inet.

TAHAP IX
INSTALLDANSETINGPADA DNS SERVERMENGGUNAKANBIND9

Padasaatinstalasi Ubuntutadi sudahmemilih untuk diinstallkan DNS Server, sebenernyarepositoryyang berfungsi sebagaiDNS Server bernama
Bind9. Akhirnya kita tinggal membuat settingan Bind9 ini.

FungsiDNS Serverini adalahmem- resolved namadomainyang dimintaclient untuk dimemberitahukan serverdaridomainyang ditanyakan
client beradadi IP mana.

e Sebelumnya, ada baiknya kita mengenal macam type DNS Record;

AddressRecords; Merekam sebuah pemetaan IP Address kedalam sebuah nama host. Cara sepertiiniyang palingumum digunakan.

AliasRecords;MembuatsebuahaliasterhadapCNAMEkarenatidakdapatmembuatCNAMEpointingdidalam CNAMERecord.

MailExchangeRecords; Menunjukkanemail harusdikirimkemana, harusmenujukkankeARecord(AddressRecord) bukan CNAME
(Alias Record) Record.

NameServer Record; Menentukan server yang akandigunakan untukmelayanilayananhosting, harusmenujukkankeA Record (Address
Record) bukan CNAME (Alias Record) Record.

e Selanjutnyakitamemulaikonfigurasi Bind9, sebelumnya kitatentukan namadomainnyasemisalnya dns.persegi.net dankemudian
dapat diganti sesuai keinginan.

o Bukafile /etc/bind/named. conf.options;file tersebutberisi DNS forwardditujukan kemana, maka itu karena kitamemakai
telkomspeedy maka diarahkan IP DNS Telkom dan ditambah OpenDNS. Rubahisinya menjadi:

e Bukafile /etc/bind/named. conf. 1o0cal;file yang berisi dimanaletakfile zona yang berisi DNS Record local.



tambah atau edit isinya menjadi:

¢ Kemudian duplicate file db local sesuainama file yang disebutkan /etc/bind/named.conf. 1ocal. #
cp /etc/bind/db.local /etc/bind/db.dns.persegi.net
# cp /etc/bind/db.local /etc/bind/db.192

e Edit file /etc/pind/db. dns.persegi.net
edit isinya menjadi:

sebuahtips: Banyak orangmenggunakan tanggal terakhir edited sebagaiseri dari zona, seperti 2009022605 yang yyyymmddss(di mana

angkaserial),setiapeditfileconfigurasitersebut agarmenggantiserialtersbutdengantanggalterbarubertujuanagarbind9 segera
mengupdateperubahaannya.

e Edit file /etc/bind/db. 192

edit isinya menjadi:

sebuabh tips:

Banyak orang menggunakantanggal terakhir edited sebagai seridari zona, seperti 2009022605 yang yyyymmddss(di manaangka serial),

setiap edit file configurasi tersebut agar mengganti serial tersbut dengan tanggal terbarubertujuan agar bind9 segera mengupdate
perubahaannya.

Editfile /etc/hosts dan tambahkan dns.persegi.net dan smtp.persegi.net karena kedua domain ini diaktifkan sebagai host

pula. edit isinyamenjadi:



Edit file /etc/resolv.conr

edit isinya menjadi:

search dns.persegi.net
nameserver 192.168.0.1
nameserver 127.0.0.1

Restart jaringan dan bind9...

# /etc/init.d/bind9 restart

Untuk menguiji bind9, kita perlu menginstall repository dnsutils, install repository tersebut...
# apt-get install dnsutils

check zona untuk mengetest settingan kita didalam file /etc/bind/db.dns.persegi.net dan /etc/bind/db.192

# named-checkzone dns.persegi.net /etc/bind/db.dns.persegi.net

kalausettingantidakadamasalahhasilnya... akanmunculserialyangbuat.

_LP root@persegi: ~

# named-checkzone dns.persegi.net /etc/bind/db.192

hasilnya...
| L? root@persegi: ~

“/bind/dh. 192

kemudian baru menguji dengan command dig... kita mencoba untuk local- nya dulu...
# dig localhost

hasilnya...

=] p =
i = root@perseqi; ~

hasilnya...



le.com

ataubisa jugamenguji dengan perintah nsiookup...
# nslookup

> set type=any

> dns.persegi.net

setelah itu lakukan pula test pada localhost

> localhost

dan hasilnya akan seperti ini kalau sudah benar

- = n=.dns.per

.dns.pers

TAHAP X INSTALL
NTPSERVER

ApafungsidariNTP Server?!, fungsinya agar semua PCClientmempunyaiwaktu yangsama dengan Server. Namun
pengaktifan fungsiini tidak terlalu penting. Cara install dan menjalankan:

# apt-get install ntp
# /etc/init.d/ntp restart

Untuk merubah waktu pada system linux :

# date DDMMhhmmYYYY

Keterangan :

DD: date hh: hour (24 hour)
MM: month mm: minute
YYYY: year

contohnya : dirubah menjadi 14 June 2009 11:51PM...

# date 061423512009
Sun Jun 14 23:51:00 WIT 2009



TAHAP XI

INSTALL OpenSSL DAN MEMBUAT SSL-
Certificate UNTUK MENGAKTIFKAN HTTPS DI
APACHE2

SSLuntukHTTPS aksesdi apache2milikUbuntumemangbermasalah, kitaaktifkantetapgakmaujalan, permasalahannyakrntidakadafile
Certificate untuk apache2 dan belum ada OpenSSL.

install OpenSSL dan SSL- Certificate
# apt-get install openssl ssl-cert
Membuat certificate :

# mkdir /etc/apache2?/ssl
# make-ssl-cert /usr/share/ssl-cert/ssleay.cnf /etc/apache2/ssl/apache.pem

Aktifkan modul SSL dan restart Apache2

# aZenmod ssl
# /etc/init.d/apache2 force-reload

Menempelkan file certificate di virtual host

# cp /etc/apache2/sites-available/default /etc/apachel/sites-available/ssl

editfile /etc/apache2/sites-available/ss1, tambahkan script pada baris terakhir sebelum “</VirtualHost>" :

dan port default 80 jadikan 443, cari baris...

dan ganti dgn...

editfile /etc/apache2/sites-available/derault, tambahkan script pada baris terakhir sebelum “</VirtualHost>":

Lakukan restart apache2 dan aktitkan modul HTTPS :

# /etc/init.d/apache2 force-reload
# aZensite ssl

Terakhir restart kembali apache2 :

# /etc/init.d/apache2 restart

TAHAP XII
MEMBUATWINSSERVERDENGANSAMBA

MEMBANTUPENYEBARANNETBIOS

Adanya WINS Server ini membantu agar NetBIOS (Nama Komputer Client) tidak hilang di jaringan, berfungsi untuk mem- reply NetBIOS yang
dilewatkan melalui TCP/IP sebagai alternative broadcast. Disini saya hanya memberi contoh beberapa client sebagai nama computer antara lain

opikdesign, dhani, farahdan sitiyangkemudianbisadisesuaikandengan kondisiyang ada.

Sebelumnya install dahulu repository yang di butuhkan...

# apt-get install samba samba-common samba-doc libcupsys2 winbind smbclient smbfs



o Editfile setc/samba/smb. conr dan rubah menjadi...

o Editfile /etc/nosts kemudianmasukkan namahostcomputer clientdanip- nyauntukpencarian dengan metodehostsfile, contoh
sebagai berikut:

e Buatfile /etc/samba/1mhosts danmasukkan namahost computer client dan ip sepertidiatas untuk pencarian dengan metode
Imhosts file, contoh sebagai berikut :

e Bukadan editfile /etc/nsswitch.conr caribaris...

rubah menjadi...

Lakukan restart jaringan dan samba...
# /etc/init.d/networking restart

# /etc/init.d/winbind stop

# /usr/sbin/samba restart

# /etc/init.d/winbind start

Biladiperlukanuntuk resolved NetBIOS / Computer Name, bisa dimasukkan ke dalam DNSServer (Bind9), sebagai DNS
POISONING LCOAL.




Caranya, edit kembali misalnyafile /etc/bind/db.dns.persegi.net dan tambahkan baris terakhir dengan memasukkan nama
komputer client bersertaip- nya, contohnya...

Maka file /etc/bind/db. dns.persegi.net tersebut menjadi (tulisan warna merah)...

Editfile /etc/pind/db. 192, dantambahkan baris terakhir dengan memasukkan nama komputer client diikutin nama domain
sebagai DNS Suffix- nyabersertaip- nya, contohnya...

Maka file /etc/pind/ab. 192 tersebut menjadi (tulisan warna merah)...

Kemudian Bind9 di restart

# /etc/init.d/bind9 restart

Testing Samba...
# smbclient -L localhost -U%
hasilnya...
Domain=[PERSEGI] OS=[Unix] Server=[Samba 3.3.2]
Sharename Type Comment
IPC$ IPC IPC Service (persegi server (Samba, Ubuntu))

Domain=[DNS.PERSEGI.NET] 0OS=[Unix] Server=[Samba 3.3.2]

Server Comment

DHANT

FARAH

OPIKDESIGN

PERSEGI persegi server (Samba, Ubuntu)
SITI

Workgroup Master

WORKGROUP PERSEGI



e BuatBashScriptagartiapintervall5menitakan mem- restartdaemon winbindd, snmb dannmbd.
buat file /sbin/wins dengan script sebagai berikut...




log daemon msg "Starting the Winbind daemon" "winbind"

kemudian beri attribute 0755 agar bisa dijalankan,
kemudian jalankan dengan mengirim Signal HUP agar berjalan terus menurus setiap nilai interval yang ditentukan.

# chmod 0755 /sbin/wins
# nohup /sbin/wins &

Terakhir agar script ini berjalan saat server pertama kali restart/booting, masukkan ke dalam /etc/rc. 1ocal, edit file
Jetc/re.local kemudian tambahkan...

Setting DNSSuffix ditiap clientklo tadisudahmembuat DNSServeruntuk client, caranya:

Control Panel >> System

i Syslem Pruperlies

Pilin / click Computer Name, boleh isi Computer Descipption semisal “Graphic & Product Designer”

il System Properties 2=

1
[ System Restore | Automatic Updates I Femote I

General Camputer Hame | Hardware I Advanced

Windows uses the following information to identify pour computer
on the network.

Computer description: Graphic & Product Designer

For example: "Kitchen Computer' or "Mary's

Computer'’,
Full computer name: opikdesign.
‘workgroup: WORKGROUP

To uge the Metwork, [dentification ‘Wizard to join a Metwark D |
domain and create a local user account, click Netwaork
0.

To rename this computer or join a domain, click Change. Change... |

QK I Cancel Apply




Click Change da.n isi Computer name sesuai yang didaftarkan semisal “opikdesign”

| Computer Name Changes e |

*You can change the name and the membership of this
computer. Changes may affect access to network resounces.

Computer name:

Full computer name:

| opikdezian.
Mare... |
tember of
" Domain:

& Swlarkaroup:
IWDHKGHDUP

[HF I Cancel |

ClickMore...isiPrimaryDNSSuffixcomputertersebut semisalnya“dns.persegi.net” danberitandacentangpada“Changeprimary DNS
suffix when domain membershipchanges”

DNS Suffix and NetBIOS Computer Name e |

Frimary DMNS suffis of this computer:

1 Idns. pergegi.nel]
¥ Charge primary DMS suffis when domain membership changes

MetBlOS computer name:

|DPIKDESIGN

I Thiz name iz used far interoperability with older computers and services.

ak Cancel

Click OK dan OK lagi

Computer Name Changes ﬂ

\!‘) ‘You must restart this computer for the changes ba take effect,

Click OK dan OK lagi. Kemudian computer di restart...
[5vstem settings change i

\?/- ¥aou must restart wour computer before the new settings will take effect,
-

Do wou wank ko restark your compuker now?

Yes Mo |

Terakhir, setting tiap clientagar NetBIOS selalu dilewatkan TCP/IP, caranya :
Control Panel >> Network Connection >> Click Kanan Local Area Connection >> Pilih Properties

- Local Area Connection Properties ed B

General | Advanced I

1

Connect using:

I I@ #theros AR8121/4R8113 PCI-E Ethe

Thiz connection uses the following items:

T %= Network. Monitar Driver ;I
1
! -
i | »
1

Install... L kirstall | Fropertiez |

— Description
Transmizsion Control Protocol/Internet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[V Show icor in notification area when connected
[v Matify me when thiz connection has limited or no connectivit

| ok Cancel




rotocol

Cari Internet P (TCP/IP) dan pilih kemudian click Properties.

x|

Untukmelakukan scaning NetBlOSdalam jaringan, installrepository notscan
# apt-get install nbtscan

Cara menggunakannya, kita scan dijaringan 192.168.0.0/24
# nbtscan 192.168.0.0/24



TAHAP X1l MEMBUAT

FOLDERSHARING

UNTUK WINDOWS OS DENGAN SAMBA

Saatinstall Ubuntu, sudahditentukan sisa harddisk untukfolder /nome /share sekitar 33Gbyte, makabuatfolder lagidan beri
permission sepenuhnya...

# mkdir /home/share/doc
# chmood 0777 -R /home/share/doc

Bukadan editkebalifile configuration samba, /etc/samba/smb. conrdantambahkan padabaristerakhir sebagai berikut:

Lakukan restart samba kembali...

# /etc/init.d/samba restart

Untuk sisiclientbisa dilakukan Map Network Drive dan dijadikan sebagaiMy Documentagar para clientbisa langsungmelakukan
save document di My Document (Default- nya), cara- carany sebagai berikut...

Buka Windows Explorer...

Tombol cepat bisa tekan “Logo Windows + E”

File Edt ‘iew Favortes Tods Help | o
(@ © - (3] Dot i i 15 5 X 99|
Address | 1 My Computer =l e

=]

i My Computer

& 314 Floppy (A5
S SYSTEM (C1)

e GAMES (D1)

EH patal (£

B pataz (F:)

B8 patas (s:)

[UH paTad (H)

e PROG-MASTER (1:)
"L, DYD-RAM Drive (3:)
Ui DVD Drive (L1}

% USB (Q!)

G‘ Conkral Panel

[ Shared Documents
[C5) Games's Documents
(C3) oPikdesign's Documents
ﬂj MMy Metwork Places

_i.l Recycle Bin

Folders X Files Stored on This Computer
@ Desktop
My Docurnents =

|’r_r Shared Documents

Hard Disk Drives

@ SYSTEM (3
m DATAZ (F:)

design

=
@ PROG-MASTER (L1}

Devices with Removable Storage

= =
— . == N
Lj Games's Documents Lj OPikdesign's Documents

@ GAMES (D1 m DATAL (E:}

design

M DATAS (G:) DATM {H:)
design design

[C3) portfalia - 314 Floppy (A0 DYD-RAM Drive (1) VD I DD Drive (L)
[C3) ubuntu
@ USE (0:)
|14 ohjects | | g My Camputer

Kemudian C|ICk Tanda “+”, My Network Places >> Microsoft Windows Network >>Workgroup >> (Nama Server)

= 'ii My Metwork Places
= ﬁ Entire Metwork,

=0

Microsaft Windows Mebw

= ﬁ Workgroup

i GGraphic & Produc
= i persegi server (S
w cdrom

.« share

%24 Printers and

B:l indonesiadesian. com




Click kanan “Share” dan p|I|h Map Network Dr|ve

|: QBack T x._/l . Expand x i‘) | E

! F\ddressl § My Computer Explore j a Go
Folders Qpen omputer
BT patal (£ szarch...

m DATAZ (F2) Add to Winarmp's Bookmark list

@ DATAZ (G Engueus in YWinamp ents //1 Games's Documents
@ DATA4 (H) Play in ‘Winamp

% PROG-MASTER  mMake Available OFfline
b DVD-RAM Drive B add to archive...

tp DD Drive (L1) B Add ko "share.rar”

S USB(Q:)  EBCompress and email., I;'_ij' #) GAMES (D)
B control Panel B Compress ta "share.rar" and email

# 12 shared Dacurm
) Games's Dacun T Combine supported files in Acrobat.., m

. L DaTaS (G
I OPikdesion's D' Sean with Clamiin Free Antivirus (G

OPikdesign's Documents

U

CATAL (E:)

DATA4 (H:)

=1 %3 iy Netwaork Places design design
= @ Ertire Netwark Scan for Wiruses, .,
= 3 Microsoft ey ) R (12
Bl 5%y workgr
o Grg G
= } pel  oRY ble Storage
4 Properties . .
< (e . (o
2 Printers and | | } tﬂ 3% Floppy (8:) } A DVD-RAM Drive (B CWD Drive (L1)
[&1 indnnesiadesinn. am \\&? Nﬁ

Akanmuncul WindowsDialog, dan pastikan memberitanda centang pada “Reconnect at logon” agartiap kalicomputer client selalu
menghubungkan diridengan Share Document diserver

Map Metwork Drive x|

Windows can help wou connect to a shared network Folder
and assign a drive letter bo the connection so that wou can

.\“ access the Folder using My Computer,
e

et | Specify the drive letter For the connection and the Folder
that wou wank to connect to:

Drive: IZ: j
Folder: I 1\Perseqilshare j Erowse, .. |

Example: Y\serverishare

W Reconnect at logon

Connect using a different user name.

Sign up For onling skorage or conneck ko a
network server,

= Back I Finish I Cancel

Terbentuklah drive baru dengan initial Z:\

Kembalilagi padaWindows Explorer sebelumnya atau menuju My Computer... Terlihat
adadrive ber- type “Network Drives”

OBack > R - | /-__‘l Search ||~ Folders ‘ = ¥ x E) | E.

Address I 4 My Computer j ﬂ Go
Folders x Files Stored on This Computer

,ﬁ, 314 Floppy (A5 ;I

Geb SYSTEM (C:) = bared ] ) ] K desian’

e GAMES (D) //! Shared Documents /J Games's Documents /J OPiKdesign's Documents

B8 patan (£
EH pataz (F:

m DATA (G Hard Disk Drives

EH pata4 (H:)

7 & | . — —

i | [P . o
L YD Drive (L1 ELY)

e USE (Q)

Z® share on 'perseqi server (Sar m DATAZ (Fi) m DATAZ (G m DATAG (H:
[ Contral Panel design design design

|2 shared Documents .
[ Games's Documents K g PROG-MASTER (1))
|Z) OPikdesign's Documents

1 %4 My Network Places
=] ﬂ Entire Metwork, Devices with Removable Storage
= €Y Microsoft Windows Nebw

Bl 53 Workgroup C o ./:
; Graphic & Produc 1 3% Floppy (4:) } L DVD-RAM Drive (1:) DVD Crive {L:)
=] _-} persegi server (S ' ‘\fﬁ
o cdrom B
[H L share e ) UISE (:
o . w Q)

" Printers and

@ indonesiadesign.corm
W My Wi'eb Sites on MaM Metwork Drives
=/ share on persegi server (San

2/ Recycle Bin — ) )
] share on ‘persegi server
g p;rtfollo (3amba, Ubuntu) (Perseqi) (Z:)
ubunku

-
" " —




Agar menjadi My Document, Click Kanan My Document sisi kiri dan pilih
@ Deskiop [E5

Expand . ; :
g j My Compul /—J shared Documents /—J Games's Dacuments /J QPikdesiar

M 3 Flc Explore

e SYSTET  Open

S GAMES  Fearch..

- B
= B patal —_—

B pataz Ca e M
SYSTEM (C: GAMES (D DATAL (E:
® [ paTA3  Delete g 5T () g GAMES (D) (

design

Hard Disk Drives

HH paTad  Rename

“® PROG- p——

[ DvVD-R s DATAZ (Fi DATAS (G DATAS (H:
4 DYD Drive (L) design design design

= 1156 ()

Lo U == B rn e RAASTER FTL

Rubah targetnya menuju Z:\ dimana Network Drive berada.

My Documents Properties e |

Target |Genera|| Sharingl

Y The My Documents folder iz a shortcut to the target
..-J folder location shown below.

Target folder lazation

Target: IZ;\]

Restore Default | Move... Find Target...

0K I Cancel | Apply |

Terakhirakanmunculsepertidibawahini,danpilih“No”agardata- datayangberadadiMyDocumentsebelumtidakberpindah.

i

P Would vou like to mowve all of the documents in wour old location
\._*/ ko the new location you have chosen?

2ld location: E:\Documents
Mew location: 23,

Nah, sekarang MyDocument di computer client sudah berpindah menuju keShareDocument di Server, jadimereka akan melakukan save
secara default diserver.

o Diatasmerupakansalahsatucontohataucaramembuakfoldersamba,untuklebihbagusnyaagarlebihmudahmengatur
management sebaik tiap satudibuatsatu foldersharingsendiridan dimap sesuaifoldersharing, jadi My Document Client tidak
sama tiap unit client- nya.

TAHAP X1V CLAMAV DAN
SAMBA-VSCAN

ANTI VIRUS UNTUK FILE SAMBA
DAN BUATSCHEDULECRONTAB
UNTUK SCANING MAUPUN
UPDATE

PadadasarnyaOS yang berbasis Linux/Unix saatinitidak ada virus. Namun dengan adanyaFolder Sharingyang dibuat denganSamba, tidak
menutup kemungkinan didalam Foldertersebut terjangkit virusdari OS Windows, perlu diingat bahwa virusini tidak bakalan menyerang server
tetapiakan mengganggu kinerja jaringankita bila dibiarkan.

e Install Clamav

# apt-get install clamav clamav-daemon clamav-docs clamav-testfiles clamav-freshclam clamav-base



Agar database virus- nya update terbaru...

# freshclam

Kemudian buat jadwal agar tiap hari selalu update dan melakukan scanning...

# crontab -e

Baris terakhir tambahkan...

keluar dan save.

TAHAP XV INSATLL
PRINTER DAN

MEMBUAT PRINT
SERVER DENGANCUPS
DANSAMBA

Install CUPS (Common UNIX Printing System)...

# apt-get install cupsys cupsys-client

Editfile /etc/cups/cupsd. cons menjadi seperti dibawah ini...




Lakukan restart pada CUPS :

# /etc/init.d/cups restart

Kemudian dari computer client (administrator)ymembukaweb- browserdanmengkunjungi https://192.168.0.1:631/

/2 1home - CUPS 1.3.9 - Windows Internet Explorer

& - [ =] et |

| He Cd Vew Favokes Tods Heb

X Printi
.5 i - -
eyt FT R,

I Ciasses § Documentation/Help § Jobs §| Printers B

Welcome!

These web pages allow you to menitor your printers and jobs as wel as perform system administration tasks. Chck on any of the tabs above or on the buttons below to perform a task.
D

W you are gsked for a username and password, enter your [ogin username and password or the “rool” usarmarme and password.
About CUPS

CUPS provides a portable printing layer for UNIX"-based operating systems. R is developed and maintained by Apple Inc. to promote a standard panting
solution CUPS is the standard printing system used on MacOS" X and most Limu® distributions

CUPS uses the Internet Printing Protocol (“IPP*) as the basis for managing pant jobs and queues and adds network printer browsing and PostScript Printer
Descnption ("PPD") based prinling options 1o support real-world printing.

For Printer Drivers and Assistance

Visit the official CUPS site for printer drivers and assistance: |
(T O A T Faei®on v 4




Kebetulansayamemakaiprinter HPDeskjet3325,hubungkanprinterdengan server,lakukaninstalasiprinter...
Click “Administrator”.... Tampilannya menjadi berikut...

Administration Classes Documentation/Help Jobs Printers

Printers Server
Add Printer Find New Printers Manage Printers Edit Configuration File View Access Log View Error Log View Page Log

Classes Basic Server Settings:

¥ Show printers shared by other systems
Manage Classes " Share published printers connected to this system
I Allow printing from the Internet
' Allow remote administration
Jobs I~ Use Kerberos authentication (FAQ)
™ Allow users to cancel any job (not just their own)
Manage Jobs ™ Save debugging information for troubleshooting

Change Settings

Subscriptions

Add RSS Subscription

Click “Find New Printers”
Akan muncul jenis printer yang sudah terhubung...

Jobs Printers

Administration Classes Documentation/Help

Available Printers

» @RI hp deskiet 3320 (hp deskiet 3320 USB #1)
HP deskjet 3320 (HP deskjet 3320 USB TH33B2D0BT4 HPLIP)

Add This Printer

Pilihdengannamaterpanjangkarenamenginstalltermasukserialnumberprinter... Click
“Add This Printer”...

Classes Documentation Help

Add New Printer

Name: [f¥2320
(May contain any ptinable characters except /. %" and spoce)

Location; [=c=ai Frintes
(Human 1oadable locabon such as "Lad 17)

Description: |2F seskyer 2320
(Human-readabla dascription such as "HP Lassciat with Duplexar)

LN v

BeriNamadanketeranganLocationmaupunDescription,

kemudian-Ctick“Continue*

Jobs § Printers




Pilihdriver PPD yangcocokdansesuai printer anda, jikatidakditemukanbisauploadfilePPD... Click
“AddPrinter”...

DR TR

Dimintai Username dan Password, masukkan username “root” dan password yg sudah dibuat.

Administration Classes Documentation/Help Jobs Printers

Printer HP3325 has been added successfully.

Documentation/Help

HP_deskjet_3320_USB_TH33B2D0B74I_HPLIP: General

Media Size: [Letter =l
Printout Mode: |Horml (Coer cartiidge) |
[ st Pricter Ogtions J
HP_deskjet 3320 USB_TH33B2D0B741 HPLIP: Printout Mode
Resolution, Quality, Ink Type, Media Type: [Ceceried &) P tode |
[ et Princer Options J

HP_deskjet_3320_USB_TH33B2D0B741_HPLIP: Banners

Starting Banner: [~ =
Ending Banner: [rns |
[ St Princer Options J

. - - - - D T N N T TR

| T : o S T T T T i bormak - £
Kloberhasilinstalldriver,makaakanmuncultampilansepertidiatas... Kemudian

set default yang dikehendaki kemudian click “Set Printer Options”

Administration Classes Documentation/Help Jobs Printers

Printer HP3325 has been configured successfully.




@ HP_deskjet_3320_USB_TH33B2D0B74|_HPLIP
[ Home | TR Printers

HP_deskjet 3320 _USB_TH33B2D0B74]_HPLIP

Description: HP deskjet 3320
o, Location: Server Prnter
' Printer Driver: HP Desloet 3325 hpis, 392
Printer State: idie, accepling jobs, published
Device URL: hp /usbideskiel_33207senal=TH33B2D0B741

Print Test Page

GTZLID
Jobs
Search In HP_deskjet_3320_USB_TH33B2D0B741_HPLIP: |

Show Completed jobs Show All jobs

No jobs

Khusus diperuntukandiwarnet, agarclienttidak langsungbisa printartinya client dahprint danoperator yang akan mengeluarkannya, Click
“Stop Printer” makakondisi printer selalu pause.

== Printers
["Home | ["Classes ] DocumentationHelp | Printers

Search in Printers: |

Showing 1 of 1 printer

HP3320 (Default Printer) "Paused”

Description: HP deskjet 3320

Location: Local Priner

Printer Driver: HP Deskjel 3325 hpijs, 392

- Printer State: stopped, accepting jobs, pubished

Device URI: hp usbideskpel 33207seial=TH33B200874I

print Test Page Mave All jobs Unpublish Princer J Mexlfy Frintar I Set Printer Options J C<lete Proter J Set As Defaist
m Set Allowed Users

V¥V Scet Doscandng 'V

Saatnya melakukan Printer
Share... Clickkembali
“‘“Administrator”...

kemudian beri tanda centang “Share published printers connected to this system” dan click “Change Setting”

mwe Administration
IIZTR Administration Printers |

Printers Server
Basic Server Settings:
Classes g
I Show printers shared by other systems
¥ Share published printers connected to this system
™ Allow printing from the Internet
I Allow remote administration
Jobs ™ Use Kerberos authentication (FAQ)
™ Allow users to cancel any job (not just their own)
™ Sawve debugging information for troubleshooting

Subscriptions

Add RSS Subscription

Buka file /etc/samba/smb. conf kemudian baris paling bawah tambahkan...






Kemudian lakukan restart pada samba...

# /etc/init.d/samba restart

Cara menginstall printer di client Windows XP

Buka Control Panel > Printer and Faxes > Add Printer...

[{Add Printer Wiz

Welcome to the Add Printer
Wizard

Thig wizard helpz you inztall & printer or make printer
connections.

- |f pou have a Plug and Play printer that connects

\14) through a USE port [or anw other haot pluggable
port, zuch az [EEE 1394, infrared, and 20 on), yau
do not need to use this wizard. Click Cancel to
cloge the wizard, and then plug the printer's cable
into pour computer or point the prinker toward your
computer's infrared port, and turn the printer on.
Windows will automatically install the printer for wou,

To continue, click Next,

< Back I Mest » I Cancel |

Click “Next” kemudian pilih “A network printer, or printer attached to another computer” dan click “Next” lagi.
Quddprinterwizard

Local or Network Printer
The wizard needs ta know which type of printer to set up.

Select the option that describes the printer pou want to use;

™ Local printer attached to this computer
™ Automatically detect and install rmy Flug and Flay printer

& & nebwork printer. or a printer attached to another computer

-, To set up a netwark, printer that is not attached to a print server,
\!J) uze the "Local printer' option.

i < Back I Mext » I Cancel

Click “Next” kembali...

Add Printer Wizard

Specify a Printer
IF you don't know the name or address of the printer, you can search for a printer
that meets vour needs,

‘what printer do you want to connect to’?

&' Browse for a printer

" Connect to this printer [or to browse for a printer, select this option and click Mext):

Mamne: I

Example: “\aerversprinter

" Connect to a printer an the Intermet or an a home or office netwark:

URL: |

Example: http://server/printers/myprinterd. printer

< Back I Mext » I Cancel




Pilih printer yang dimaksud....
T

I Browse for Printer
When the list of printers appears, select the one you want to use.

= ' PERSEGIYHP

Shared printers:

%& icrozoft Windows Wetwark
B WORKGROUR
“IEl PERSEGI

r Printer infarmnation
Comment:  HP deskjet 3320
Status: Ready Documents waiting: 0

< Back I Mewt > I Canicel

Pilih driver yang sesuai... —

. \ Select the manufacturer and model of your printer. [f pour prinker came with
2 an inztallation disk, click Hawe Dizk. IF your printer iz not listed, consult pour
printer documentation for a compatible printer.

b anutacturer I:I Printers I
Fuiji *erox e
Fuijitzui —
GCC
Generic
Gestetner
Hewlett-Packard =l
3}- Thiz driver iz digitally signed. Have Disk |
Tell me why driver gsighing iz impartant

Ok I Cancel |

Hasilnya seperti ini... dan yang diperuntukkan untuk warnet pastikan kondisi selalu pause...

S
EEﬂEI

&dd Printer

HP3320 on PERSEGT
0
Paused

Bagaimanacaramelayaniclientyang akanprintjikakondisinyaprinter selaludipause.Biarkan clientmelakukan printdan semua
print akan di tamping di server...



https://192.168.0.1:631/ > Jobs > Show All Jobs

& Jobs

| Home N Administration Documentation/Help MRE'CH Printers |

1

Search in Jobs: |
Showing 5 of 5 jobs.
|
ID Name User Size Pages State Control

HP3320- smbprn.00000001 Microsoft Word - BAGAN PERMASALAHAN farah _ 5421k Unknown pending since Reprint Job Hold Job — ancel Job
5 ORGANISAS 1.doc dhani Mon 27 Jul 2009 06:34:28 AM 7 s

it
HP3320- smbprn.00000001 agungws-report pdf root 4897k Unknown pending since
4 Mon 27 Jul 2009 06:23:11 AM = 5

Wit
HP3320- smbprn.00000001 server txt - Notepad root 1336k Unknown pending since
3 Mon 27 Jul 2009 06:17:16 AM

WIT ove ol
HP3320- smbprn.00000001 Test Page root 3069k 1 completed at
< Sun 26 Jul 2009 10:54:45 PM

WIT
HP3320- smbprn.00000001 Test Page root 3069k 1 completed at

Sun 26 Jul 2009 10:40:24 PM

\ANT

bisadilihat siapasaja yangsudahmasuk untukprint dilihatdari “user” dan cari yangakan diprintmaka yangtidakdi print bisaclick “Hold Job”
untukmenundasampaipihak clientmemintaprintatauclick “Cancel Job” untukmembatalkannya.

&= Jobs

' Home N Administration Documentation/Help MNI:TH Printers |

Search in Jobs: |

Show Completed Jobs Show Active Jobs

Showing 5 of 5 jobs.

A Sort Ascending A

ID Name User Size Pages State

Control

HP3320- smbprn.00000001 Microsoft Word - BAGAN PERMASALAHAN farah _ 5421k Unknown held since

Reprint Job Release Job

1

5 ORGANISAS 1.doc dhani X&nvilerul 2009 06:34:28
HP3320- smbprn.00000001 agungws-report pdf root 4897k Unknown held since
4 Mon 27 Jul 2009 06:23:11
AT
HP3320- smbprn.00000001 server txt - Notepad root 1336k Unknown pending since
3 Mon 27 Jul 2009 06:17:16
AT
HP3320- smbprn.00000001 Test Page root 3069k 1 completed at
2 Sun 26 Jul 2009 10:54:45 PM
WIT
HP3320- smbprn.00000001 Test Page root 3069k 1 completed at

Sun 26 Jul 2009 10:40:24 PM

AT

Terlihat yang di “Hold Job” maka untuk selanjutnya akan print tinggal click “Release Job”. Kalau

sudahditentukan yang akan diprintpilihmenu, “Printers”

== Printers
["Home | Administration § Classes § Documentation/Helg Printers

Search in Printers: |

Showing 1 of 1 printer

HP3320 (Default Printer) "Paused"
Description: HP deskjet 3320
Location: Local Priner
Printer Driver: HP Deskjet 3325 hpis, 39.2
~- Printer State: stopped, accepting jobs, pubished
Device URI: hp jusbideskiel 33207senial=TH3IIB200874|
[ Oetete printer
[ Concel Al jobs )

Click “Start Printer” untuk melanjutkan printer. Setelah yang dimaksud sudah ngeprint kembalikanlagi kondisi “Pause™ click kembali “Stop

Printer”



TAHAP XVI INSTALL
SAMPAI SETTING SQUID PROXY
DAN HAVP

SEBAGAI ANTIVIRUS WEB-
BROWSING BAIKUNTUKPORTHTTP
MAUPUNPROXY

Dariinternetbanyakbibitpenyakitsemacam virus,trojanmaupun lainnya.Kitainginkanbagaimanacaranyagatewaykitabisa
memfilter bibit- bibitpenyakit ini. Jadisemuapaketdatadariinternetkhususnyadariport HTTP(80) akandi scan habisoleh
program tersebut, namaprogram tersebutadalah HAVP yangmerupakanrepository darihttp://www.server- side.de/.

HAVPIinitidak bekerjasendiri, diahanyamemeriksadatamasukaja dan anti virus- nyasebagai acuhanbisaClamAV atauAVG, disini saya
menggunkan ClamAV dan LibClamAV. Dan disini saya sengaja memadukan dgn Squid agar yang di cache bener2 bersih dari penyakit.

HAVP berkerjamenggunakanPort 8080 yang kemudian akan diteruskan keport PROXY (3128), kuranglebih sepertitopology sebagai
berikut...

Port 80 <===> HAVP (8080) <===> Squid (3128) <===> Client

I
CLAMAV+LIBCLAMAV
Proxy,bisaberfungsisebagaifirewall/siteblock,webcachebahkanbisasedikitmengaturbandwidth. Fungsiiniadayang
memandang tidakperlu, tetapibagipenulis Squid memegangperananpenting karenabisadiunggulkansemisalmemblockpacket

yang tidakdiinginkan dan membantumengaturbandwidth karena adanyaweb- cacheyangbisadiandalkan pada saatkoneksidari
ISP bermasalah maupun bisa membatasi file yang di download oleh client.

Install HAVP dan SQUID
# apt-get install havp squid squid-common squid-cgi squidclient
Kurang lebih hasilnya seperti ini...

Pgma'omwm mf.—ré:a

Kemudian editfile configurasi squid proxy di /etc/squid/squid.conf



mailto:th@opikdesign.com
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Matikan squid

# /etc/init.d/squid stop

Memberikan permission pada folder cache
# chown -R proxy.proxy /home/proxyl
# chown -R proxy.proxy /home/proxy2
# chown -R proxy.proxy /home/proxy3

Membuat folder- folder swap/cache di dalam folder cache yang telah ditentukan
# squid -f /etc/squid/squid.conf -z

Restart squid.

# /etc/init.d/squid restart

Buat rule iptables agar port HTTP (80) dari client dibelokkan ke port Proxy (3128).

# iptables -t nat -I PREROUTING -i ethO -p tcp -m tcp --dport 80 -j REDIRECT --to-ports 3128
# iptables -t nat -I PREROUTING -i ethO -p udp -m udp --dport 80 -j REDIRECT --to-ports 3128

Untuk menguji PROXY dan HAVP, di client download/buka IE ato Mozilla buka URL.
http:/lwww.eicar.org/download/eicarcom2.zip, klo memang sudah jalan normal, akan muncul "Access to the page has been
deniedbecausethefollowingviruswasdetected.ClamAV: Eicar- Test- Signature" denganbackgroundmerah.

TAHAP XVII
INSTALLSARGDAN

CALAMARIS UNTUK
MEMONITOR SQUIDPROXY
SELAIN MENGGUNAKAN
SQUID- CGl

Fungsi CALAMARIS di squid adalah mempermudah kita untuk melihat statistic kinerja squid proxy.

Fungsi SARG adalahmempermudahkitauntukmelihatclientmengakseskemanasaja, yangsebenarnya sudahdi catat dilog
/var/log/squid/access.log Namun sulit dibaca karena kurang manusiawi, dengan SARG tampilan Web- GUI membuat mudah
dibaca.

Install SARG dan CALAMARIS

# apt-get install sarg calamaris libgd-graph-perl libnetaddr-ip-perl ttf-dustin

hasil...


http://www.eicar.org/download/eicarcom2.zip
mailto:th@opikdesign.com

0 to remove and 0 not upg

will he us

s for man-db
4.1

Setting CALAMARIS

# squid -k rotate
# calamaris -a -F html /var/log/squid/access.log > /var/www/calamaris/index.html

Setting SARG

# sarg-reports today
# sarg-reports daily
# sarg-reports weekly
# sarg-reports monthly

Memasukkan pada Crontab, padadasarnya SARG sudahadapenjadwalannamunsaya masukkanlagi agarlebihsering refresh.
Jalankan crontab

# crontab -e

Kemudian tambahan di baris terakhir...

CaramelihatreportdariCALAMARIS... browsing ke URL http://[ip- server]/calamaris....

ff Proxy Report {28.Jul 09 08:00:13 - 28.Jul 09 19:26:59) - Windows Internet Explorer

S
@._ = |&] hetpiri9z. 188.0.1fcalsmaris]

J File Edit Wiew Favorites  Tools  Help

. Favorites (& Proxy Report {28.1ul 09 02:00:13 - 28,Jul 09 19:26:53) | |

Proxy Report

28.Jul 09 08:00:13 - 28.Jul 09 19:26:59
28 Jul 09 21:59:06

Report period:

Generated at:

|Table of Content / Overview

Summary - - B

|Inc0mjna requests by method |most requested method |GET |238?6 Requests
|Inc0mjn2 UDP-requests by status |— |— |n0 requests found
|Inc0mjng TCP-requests by status |most incoming request by status to |MISS |2 1994 Requests

IDIRECT Fetch from Source | 17861 Requests
IDIRECT 117861 Requests
|Re quesi-destinations by 2nd-level-domain |most requested 2nd-level-domain |“_adbasket_net |6?55 Requests

|Out20ina requests by status |most outgoing request to

|Out20i112 requests by destination |m05t requested destination

|Re quest-destinations by toplevel-domain |most requested toplevel-domain |”_c0m | 14516 Requests
|TCP -Request-protocol |m05t requested protocol |http: |248 79 Requests
|Re quested content-type |most requested content-type |1'mage-"g':f |5901 Requests
|Re quested extensions |most requested extension |<d}'namic> | 16886 Requests
|Inc0mjn2 UDP-requests by host |— |— |n0 requests found
|Inc0mjn2 TCP-requests by host |most active host |send§;— designer3 |6?30 Requests
[Size Distribution Diagram most requested object_size 1000-9999 13106 Requests

|Perf0rmance in 1 hour steps |m05t active day |28_Jul 09 09:00 |5?64 Requests

|LDP—Req'uest duration distribution in msec |—

|n0 requests found

|TCP—Reque st duration distribution in msec |most frequent response time

<= 1000

|808? Requests

|D0ne




Cara melihat report dari SARG...
browsing ke URL http://[ip- server]/squid- reports....

Access Reports on medium
Daily

Weekly
Montly

m Squid Analysis Report Generatar

Squid User Access Reports
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TAHAP XVIII MEMBUAT
SMTP SERVER

— DENGANMENGGUNAKANPOSTRIX
SEBAGAI MTA (MAIL TRANSFER
AGENT)

SMTP Serverinidigunakan untukmengirim email dengangoutlook, diperuntukkan untukdi perkantoran danrt/rw- netyangcenderung untuk
keperluan pribadiclient yangdiharuskan menggunakan SMTP dan POP3 untuk aktifitas di outlook- nya.

¢ Install Postfix, sebelumnya masukkan CD Ubuntu- Server dan di mountkemudian jalankan instalasi seperti berikut

# apt-get install postfix



Akan muncul sepertiini...

Please select the mail server configuration type that bhest mests your
needs.

No configuration:
Should be chosen to leawve the current configuration unchanged.
Internet site:
Mail is sent and received directly using SMTPE.
Internet with smarthost:
Mail i=s received directly using SHTP or by runhing a utility such
a=s fetchwail. Outgoing wail is sent using a sSwarthost.
Satellite sSysSCem:
L1] mail i=s sent to another machine, called a 'smarthost', for
deliwvery.
Local only:
The only delivered mail is the mail for local users. There is no
network.

General type of mail configuration:

HNo configuration
Internet e

Internet with smarthost

Satellite system
Local only

<Cance l>

The "mail name™ is the domain name used to "gualify™ ALL mail
addresses without a domain name. This includes mail to and from <root>:
please do not make vour machine send out mail from rootfexample.org
unless rootfexanmple.org has told you to.

Thiz name will also be used by other programs. It should be the single,
fully qualified domain nsue (FODH) .

Thus, if & mail address on the local host is foolexample.org, the
correct walue for this option would be example.org.

System mail name:

<Cancel>

Safadaagaagaaafaaaaaaaaafaaaqaaaagafdaaaadagafaaaaaaaaaagaafaaaaaaaaaaaaaaaagaqaaaaaaas

masukkanalamatsmtpdikehendaki,misalnyakarenakitasudahmembuatDNSServerbisadiisismtp.dns.persegi.net. Kemudian
tekanenter....




up with a defaultc £igu .ion. f you need to m

configurs:

Konfigurasi Postfix untuk SMTP AUTH dengan menggunakan SASL

# postconf -e 'smtpd sasl local domain ='

# postconf -e 'smtpd sasl auth enable = yes'

# postconf -e 'smtpd sasl security options = noanonymous'
# postconf -e 'broken sasl auth clients = yes'

# postconf -e

'smtpd recipient restrictions =

auther

cated,pe 1etworks, reject unauth

kemudian buat file /etc/postrix/sasi/smtpd.cons, dengan isi file sebagai berikut...

Install dan setting SASL2 untuk SMTP AUTH...
# apt-get install libsasl2-2 sasl2-bin

tampilan layar kurang lebih seperti ini...

r i ap t in 11 1i

and 0 not upe

disk = 2 will be w

jaUNt y—up

.deb)




kemudian edit file /etc/default/sasiauthd,

cari baris...

rubah dan tambahkan menjadi...

cari baris lagi...

Rubah menjadi...

kemudian jalankan daemon SASL dan ....

# /etc/init.d/saslauthd start

Membuat sertifikat untuk TLS Encrypt sebagai Authentic Certificate...

touch smtpd.key

chmod 600 smtpd.key

openssl genrsa 1024 > smtpd.key

openssl req -new -key smtpd.key -x509 -days 3650 -out smtpd.crt

S ¥ R K

Isi form sepertiini...

Country Name (2 letter code) [AU]: ID

State or Province Name (full name) [Some-State]: DKI JAKARTA (Sesuaikan)
Locality Name (eg, city) []: Jakarta Timur (sesuaikan)

Organization Name (eg, company) [Internet Widgits Pty Ltd]: Persegi (sesuaikan)
Organizational Unit Name (eg, section) []:ISP (sesuaikan)

Common Name (eg, YOUR name) []:0OPiKdesign (sesuaikan)

Email Address []:th@opikdesign.com (sesuaikan)

kemudian lanjutkan perintah dibawah ini...
# openssl req -new -x509 -extensions v3 ca -keyout cakey.pem -out cacert.pem -days 3650
Akan dimintai PEM Password... masukkan saja password root...

Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

Kemudian ada form lagi dan isi sesuai contoh diatas.
Dan lanjutkan dengan perintah sebagai berikut untuk memindahkan file certificate yang sudah dibuat pada tempatnya...

# mv smtpd.key /etc/ssl/private/
# mv smtpd.crt /etc/ssl/certs/

# mv cakey.pem /etc/ssl/private/
# mv cacert.pem /etc/ssl/certs/

kemudian file sertifikasi aktifkan di postfix, agar masuk jadi satu dengan file configuration /etc/postfix/main.cf ikuti perintah dibawah ini...

postconf -e 'smtp tls security level = may'

postconf -e 'smtpd tls security level = may'

postconf -e 'smtpd tls auth only = no'

postconf -e 'smtp tls note starttls offer = yes'

postconf -e 'smtpd tls key file = /etc/ssl/private/smtpd.key’
postconf -e 'smtpd tls cert file = /etc/ssl/certs/smtpd.crt’
postconf -e 'smtpd tls CAfile = /etc/ssl/certs/cacert.pem'’
postconf -e 'smtpd tls loglevel = 1'

postconf -e 'smtpd tls received header = yes'

postconf -e 'smtpd tls session cache timeout = 3600s'
postconf -e 'tls random source = dev:/dev/urandom’

H ¥ ¥ I W I KW R W W
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Kemudian configuration pada file /etc/postfix/main.cf dilanjutkan.

Agar postfix bisa digunaka untuk internal (LAN Local)...

# postconf -e 'mynetworks = 192.168.0.0/24, 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128"
Kemudian agar kelihatan host- nya SMTP server di Header email... (sesuaikan)

# postconf -e 'myhostname = smtp.dns.persegi.net’

Agar email dari system masuk pada folder yang kita hendaki misalnya /home/[user]/Maildir...

conf -e 'home mailbox = Maildir/’

conf -e 'mailbox command =’

Lakukan restart pada postfix...

# /etc/init.d/postfix restart

Testing kirim email ke hosting lain dengan memaki telnet, misalnya yahoo...
# telnet smtp.dns.persegi.net 25

kalau SMTP sudah jalan normal maka tampilan layar kurang lebih akan menjadi seperti ini...

telnet smtp.dns.

. E3NTF Postfix [(Ubuntu)

masukkan kembali perintah alamatemail darimana, contoh "MAIL FROM: <th@dns.persegi.net>” (emaildarith@dns.persegi.net)
dan tekanenter...

] o

1

masukkan perintah email ditujuhkan kemana, contoh “rcpr T0: <th@yahoo.com>” (email ditujukan ke th@yahoo.com, harus valid
agar nantinya bisa di check) dan tekan enter.

ix [(Mbountu)

ketik “para~ dan enter...


mailto:th@dns.persegi.net
mailto:th@yahoo.com
mailto:th@yahoo.com

[TMountu)

[Thuantu)

gi.net

[TMhouantu)

gquened

d by foreign he

kemudian beberapa menit check di yahoo apakah terkirim emailnya...



TAHAP XIX MEMBUAT
FIREWALL DAN

MAC & IP FILTERING

Membuatfirewall bersertalog yang sederhana dan nantinya dapat dikembangkan sesuai kebutuhan.

UntuksementaradibukaportHTTP(80),HTTPS(443)danSSH(221)dikedua interfaces,namununtukport SSHdarisisiinterfaces
local(ethl)hanyabisadiaksesolehcomputeradministratorsemisalber- 1P192.168.0.100dan selainituakanditutupyang
bertujuan demikeamanan.

Dankhususyangdari dalam (eth1) selainportHTTP(80) danHTTPS/HTTP- SSL(443)dibukajugaport- portsebagaiberikut: 1.
Port FTP (20,21) dan FTP- SSL (115,989,990)

2. Email POP3(110)/SMTP(25) dan POP3- SSL(995)/SMTP-

SSL(465) 3. Samba (135,137,138,139,445) dan CUPS (631).

4. DNS (53)

5. Proxy (3128,3130) dan HAVP (8080)

6. Dsb....

Sekaligus dibuat agar server tidak bisa di ping dengan las an keamanan
Request dari port HTTP akan langsung di belokkan ke port Proxy (3128).

Iniuntuk pengamanan jaringan local terutamauntuk RT/RWNettetapibisadigunakanuntuksemua keperluan agar clienttidak
isengmerubah IP- nyaakhirnya kita sebagaiadministratorsulituntukmemantau.lPyangdidapatkan clientharustetap(static)bisa
dilakukan memasukan IP secara manual atau menggunakan DHCP dengan menentukan IP berdasarkan MAC- ADDRESS- nya,
lihat langkah install dan setting DHCP Server diatas. Untuk MAC- Filtering masih bisa dibobol dengan cloning MAC tetapiklo IP
sama dalam satu jaringanpasti akan terjadi IP Conflic, makaitu kita mengkunci MAC- ADDRESS dan IP Client, klo [P maupun
MAC yang tidak masuk dalam daftar akan tidak dapat terkoneksi dengan server.

Buat file bash script di /etc/network/fiiter



mailto:th@opikdesign.com




log-prefix "HTTP CONN: TCP Port: "




e Kemudianfile /etc/network/riiter diberichmod 0775 agar bisajalankan...
# chmod 0775 /etc/network/filter

o Kemudianbuatfile /etc/network/administrator. filter ygberisilistIP dan MAC dari computer administrator/billing,
contoh...

e Danbuatjugafile /etc/network/1ists. rilter ygberisilistIP dan MAC dari computer para client,
contoh...

o Tiapkalicomputerserverbooting/startpertamakaliatausaatjaringandirestartagarmenjalankanbash- scripttersebutmakaedit
kembalifile /etc/network/interraces kemudian pada group eth1 tambahkan...

jadiisi file keseluruhannya menjadi sebagai berikut (tulisan warna merah)...

e Terakhir lakukan restart pada jaringan

# /etc/init.d/networking restart

TAHAP XX-1

INSTALLDANSETTINGWEBHTB
SEBAGAI BANDWIDTH
MANAGEMENT
DILENGKAPI PEMISAH BANDWIDTH 11X DAN INTL.

e WebHTBadalahsebuah toolsuntukmengatur Bandwidthlangsung pada TC, WebHTBsebenarnya pengembangan dari HTB-
Tools sedangkan yang sekarang inilebihuser- friendly karena didukung Web- GUI. Saatsaya tulis versiterbarunyaadalah Versi



2.9.




Masuk directory /var dan download kemudian extract...

# cd /var

# wget -c http://www.opikdesign.com/kios/webhtb/webhtb V2.9.25.tar.bz2
# tar -xjvf webhtb V2.9.25.tar.bz2

# rm webhtb V2.9.25.tar.bz2

Kemudian folder /var/webhtb diberi permission agar bisa di akses oleh apache

# chown -R www-data.www-data /var/webhtb

Editfile /etc/apachez/sites-available/ss1 Kemudiantambahkan sepertidibawahinisebelum “</virtualHost>"...

Restart Apache

# /etc/init.d/apache2 restart

Jika defaultdariportSSHdirubahkalau tidakdirubah tetapdiport22 makaabaikanlangkahini,
edit file /var/webhtb/Net/SSH1 . php,
Cariteks...

Angka22dirubahdenganportdefaultpadaportSSHyangkita pakai,misalnyaportSSHsudahdirubahdefault- nyamenjadi221
maka rubah menjadi...

Begitu juga pada file /var/webhtb/Net/SSH2.php,
Cari teks...

Angka22dirubahdenganportdefaultpadaportSSHyangkita pakai,misalnyaportSSHsudahdirubahdefault- nyamenjadi221
maka rubah menjadi...

Buat password root :

# passwd root

masukan password yang dikehendaki dan ketik ulang.

rootlipers d root

Buka nttps://[ip-server] /webhtb/setup Web browsing dari computer administrator

MySQL admin user; |root

MySQL admin password: [ssssssssssssss
MySQL YWebHTB user: |
MySQL WebHTB passward: |

MySQL WebHTB password again: [
MySQL WebHTB database name: \webhtb
Default LAN Interface: IethU "'

Default YWAN Interface: | ppp0 vl

Submit |

* Information marked in rad is required !
* If wou omit entering the MySQL user and pasaword for WebHTB, root will
be used instead!

Isi yg bertulis merah...
Untuk MySQLUser diisiroot dan untuk password diisi saatinstall Ubuntu Server/LAMP pertama kali.
SedangkanDefaultLANInterface danDefaultW AN Interface pilih dansesuaikankondisi.


http://www.opikdesign.com/kios/webhtb/webhtb_V2.9.25.tar.bz2

Click Submit, kalau sukses akan muncul... dan click OK

Message from webpage El

' "-'., SUCCESS, MO Yol MUST DELETE THE SETUP FOLDER.!
[

Setelahituakan muncul tampilan untuklogin seperti dibawah ini, dan masukan password root yg sudah dibuat.

/= WebHTB - Windows Internet Explorer — ol x|

m = |g, https:,l',l'192.168.0.2DD,|'webhtb,|'index.pj @ Certificate Error |§| |z| Iﬁ;" Live Search |P 'l I

J File Edit Wiew Favorikes Tools  Help

Fl

= 5r Favorites & webHTE | | |

|»

The 'root' passyord, please

—

Sebelum login, jalan command seperti dibawah ini
# sh /var/webhtb/setup/shell.setup

agarlIPlIX akanter- update secaraotomatis dan WebHTB menjadi Daemon supaya setiapkali serverdihidupkan akanlangsung running.

Setelah login tampilan akan sepertiini...

/= webHTB - Windows Internet Explorer : EX |D|_)_<j
@E} @ [g, https:/f192.168.0.200/webhtbfindex.php LI @' Certificate Error | 2 ‘ 1 3 | l’;' Live Search \ £ L"

| File Edit Wiew Favorites Tools Help

<7 Favorites @ webHTE

Interfaces + Classes+ AddClient Show Change QOS Status Change Language Allowed IP's Help Version: 2.9.2

NOW WORKING WITH INTERFACE: eth0

CLIENT BANDWIDTH LIMIT BURST PRIORTY  UPLOAD MARK SRCIPS DST IPS

CLASS SYSTEM_LOCAL, BANDWIDTH 10240, BURST AUTO, LIMIT 102400, PRIORITY 1, QUE SFQ

TAHAP XX-2



MENGATUR BANDWIDTH
YANG DIPERLUKAN OLEH
SYSTEM (SSH, SAMBA, CUPS,
SQUIDPROXY)

Sekarangmemberibandwidth padaportSSHagar tidakterlimit.
Mouse arahkan “Add Client” dan click...

| ADD CLIENT ON INTERFACE eth0

IMPORTANT: Don't use empty spaces and separate ports with cormmas; red labels are required !

CHOSE A CLASS: | SYSTEM_LOCAL -

CLIENT BANDWIDTH LIMIT BURST FRIORITY UPLOAD  MARK

[ssH |[10ze0  [l10z400  [lo |lo I I I

SRCIPS SRC PORTS DST PORTS
[192.188.0.1 [[221

Click here for new src, dst ..

Pilih Class “SYSTEM_LOCAL”
Nama client: SSH (nantinya secara otomatis namanya akan berubah sesuai classes dan interfaces)

Bandwidth: 10240

Limit: 102400

Priority: 0 (Semakin kecil semakin diutamakan)

SRC IPS: 192.168.0.1 (IP Server, Sesuaikan)

SRC PORTS: 221 (Contoh Port SSH yg sudah dirubah, Sesuaikan)

Kemudian click “SAVE” dan “Close”.

Jika tidakmenginstallSAMBAmaka langkahtersebutbisadiabaikan.
Agar tidak membatasi SAMBA dan CUPS

Mouse arahkan “Add Client” dan click...

| ADD CLIENT OM INTERFACE eth0
IMPORTANT: Don't use empty spaces and separate ports with commas; red labels are required !
CHOSE ACLASS: |SYSTEM_LOCAL hd

CLIENT BANDWIDTH LIMIT BURST PRICRITY UPLOAD  MARK

SAMBA_CUPS | [10240 |[102200 ][0 [[1 i i i
SRCIPS SRC PORTS DST PORTS
192.188.0.1 135
152.188.0.1 137
192.168.0.1 138
192.188.0.1 [128
192.188.0.1 445
182.188.0.1 831

Click here for new src, dst ..

Pilih Class"SYSTEM_LOCAL”
Nama client: SAMBA_CUPS

Bandwidth- 10240

Limit: 102400

Priority: 1

SRC IPS: 192.168.0.1 (Sesuaikan dengan IP Server)

SRC PORTS: 135,137,138,139,445 (Port SAMBA), 631 (Port CUPS)

Jika tidakmenginstallSQUIDPROXY maka langkahtersebutbisa
diabaikan. Agarhalamanwebyangsudahdi cacheolehsquidproxytidak
terlimit.

Edit kembali file /etc/squid/squid. conf dan pada baris terakhir tambahkan...

kemudian squid di restart...
# squid -k reconfigure



Kemudian jalankan rules tersebut diatas...

# iptables -t mangle -A OUTPUT -m tos --tos Maximize-Reliability -j MARK --set-mark 0x4
# iptables -t mangle -A OUTPUT -m tos --tos 0x4 -j MARK --set-mark 0x4

# iptables -t mangle -A FORWARD -m tos --tos 0x4 -j MARK --set-mark 0x4

# iptables -t mangle -A POSTROUTING -m tos --tos 0x4 -j MARK --set-mark 0x4

Terakhir tambah client “PROXY_HIT” di classes “SYSTEM” pada WebHTB. Mouse
arahkan “Add Client” dan click...

' ADD CLIENT ON INTERFACE eth0

IMPORTANT: Don't use empty spaces and separate ports with commas; red labels are required !
CHOSE A CLASS: | SYSTEM_LCCAL -

CLIENT BANDWIDTH  LIMIT  BURST PRIORITY UPLOAD MARK
PROXY_HIT [1024 10240 o 2 4
SRCIPS SRC PORTS DST PORTS

Click here for new src, dst.

Pilih Class
“SYSTEM_LOCAL” Nama
client: PROXY_HIT
Bandwidth: 1024

Limit: 10240

Priority: 2

Mark: 4

TAHAP XX-3

MENGATUR BANDWIDTH DOWNLOAD
CLIENT DAN MEMISAHKANBANDWIDTH
UNTUK GAMESONLINE
DAN LOCAL (l1IX) DENGAN INTERNATIONAL (INTL)

Mengaturbandwidthtiapunitclientsebenarnyagampang- gampangsusah.Padadasarnyapembagianbandwidthperclient
berdasarkandarirumus, tiap unit client mendapatkan bandwidth terendah sebesarbandwidth rata- rata yangdidapatdari ISP
dibagijumlahunitclientsedangkan untukbatasbandwidth tertinggidari tiap clientbisa diambildaribandwidth terendahdaritiap client
bisadikalikan dua atauekstrimnya batasatasbandwidthdarilSP,namun untukamannyamaksimal setengahdaribandwidth I1SP.

Dapat dirumuskan sebagai berikut...

Bandwidth Client= <Bandwidth downloaddariISP>/<JumlahClient>

Limit Client = <Bandwidth Client> x 2
atau ekstrimnya...

Limit Client = <Bandwidth download dari ISP> / 2

Bandwidth Upload = <Limit Client> / 4
atau...

Bandwidth Upload = <Bandwidth upload dariISP>/ <Jumlah Client>

Karenabeberapa ISP adayg memberikanbandwidth IX tidak samaataulebih kecil ketimbang bandwidth 11X, karena itu untuk
memanagebandwidth untukclientperlu ada pemisahan manabandwidthdari INTL dan IIX. Terutamapemakaian pada speedy.

Sebelummembuatclassespemisahbandwidthdanmembatasinbandwidth tiap client,adabaiknyameng- checkdahulu seberapa
besarnyabandwidth I1X dan IX yang di dapat dari ISP, check di http://www.speedtest.net.

Untuk melihat speed IIX arah ke server yang berada di dalam negeri, contoh hasilnya...


http://www.speedtest.net/

7/6/2009

TESTNET 4:47 AM GMT
DOWNLOAD ISP:
0 90 PT. Telecomunikasi Indong|
s FIMb/s * ok 28/5

MPLOAD SERVER
0.21@!! Jakart;l

Untukmelihat speed INTLarahkankeserverdiluar negeri, usahakandibenua yangterjauhsemisalAmerika,contohhasilnya...

7/6/2009

TEST.NET &:56 AM GMT

DOWNLOAD ISP: .
o. 5 6>Mbli i I;T*T‘e*lec om ;g;l;aﬂ Indone|
UP!_.OAO
0.17 s

@76 3000

SERVER:
San Francisco, CA

=
NIST) CE, ~ 870C
ot

Karenabandwidthinitidak selalu stabil atau katalainakanberubah- rubah, coba pantauterus beberapaharidenganwaktuyang random
misalnyapagi, siang, sore,malam, dantengahmalam agarmendapatkanangkajam- jamtersibukdanterkosong, kemudian ambil rata-
ratanya... hasilnya akan dijadikan patokan bandwidthyang didapatdari ISP langsung.

Editclass GAMES_DOWNLOAD, IIX_DOWNLOAD dan INTL_DOWNLOAD, sesuaikan bandwidth dengan hasil

pengukuran lewat http://www.speedtest.net

Perlu diketahuai, untuk GAMES_DOWNLOAD besaran sama seperti IX_DOWNLOAD , karena IP yang terdaftar di database

hanya diperuntukan Game Online di Indonesia.

Arahkan mouse ke “Classes +” kemudian pilih “Edit classes” dan click

4 /= webHTB - Windows Internet Explorer =] 3

6@ - |g, https:ff192,168.0, 200)webhtbjindex, php# j @ Certificate Error |E| |z| I;f Live Search |P '|

| File Edit  Wiew Favorites  Tools  Help

.7 Favorites & WebHTB

| Interfaces + Classes+ AddClient Show Change QOS Status

Add dlasses

How workiy Edit classes

Delete classes

Change Language Allowed IP's Help Version: 292

.f Edit classes on interface ethi

Choose a class to edit: | oot

oot
SYSTEM_LOCAL
(GAMES DOWNLOAD
11X_DOWNLOAD
INTL_DOWHNLOAD
default

Edit Classes GAMES_DOWNLOAD,

Pilih class yang akan di edit kemudian click tanda centang hijau.


http://www.speedtest.net/
http://www.speedtest.net/

'i Edit classes on interface eth(

Choose a class to edit: | GaMES_DOWNLOAD 4| e

Class Name: Bandwidth:
Limit gust o |

Priority: 2 +| CQue =ra = o

After editing a class, press the green button |

Masukkan Bandwidth dan Limit yang didapat dari ISP untuk koneksi 11X, dilihat hasil test diatas.

Namun perlu diingat, bandwidth games dan IIX jadi satu maka itu untuk bandwidth dibagi dua dgn IIX_DOWNLOAD, selain itu
Bandwidth dan Limit harus kelipatan 8.

Kemudian click tanda centang hijau. Edit

Classes IIX_DOWNLOAD,

'i Edit classes on interface eth0

Choose a class to edit: [k _Downoan = o

Class Name: [j3_pownLoaD Bandwidth:
Limit e
Priarity: [= | aue sFQ - O

After editing a class, press the green button !

: asil test diatas.
Namun perlu diingat, bandwidth games dan IIX jadi satu maka itu untuk bandwidth dibagi dua dgn GAMES_DOWNLOAD, selain
itu Bandwidth dan Limit harus kelipatan 8.

Kemudian click tanda centang hijau. Edit

Classes INTL_DOWNLOAD,

| Edit classes oninterface eth0

Choose a class to edit: [INTL_DowNLDAD o o

Class Name: [InTL_pownLoan | Bandwidth: |sso |

Limit: B | Burst: o |

Priority: [ ~| aue: E | e

After editing a class, press the green button !

Sebelumnyamenentukanbandwidthtiapclientsebaiknyamenghitungsesuaipenjelasandiatas.

Buattiap clientdi tiap classes lIX dan IX, contohnya...

Setelah dihitung, ini contohmenggunakanSpeedyPaket Gamedan bandwidth rata- ratayangdidapatdarilSP, I1X:
900/210kbps(download/upload) danIX: 560/170kbpskemudian missal dibagi 10 unit client ditambah 1unit
administrator/billing maka setingan WebHTB sebagai berikut...

Bagi warnet yang mengkhususkan client untuk Games Online, besaran bandwidth dan limit sama saja dengan besaran IIX

hanya saja disini secara otomatis untuk class GAMES_DOWNLOAD di prioritaskan dari pada classes untuk browsing biasa,
dengan tujuan agar saat main games tidak nge-lag.

Buat Client untuk khusus Games Online, masukan pada classes GAMES_DOWNLOAD...



| ADD CLIENT ON INTERFACE eth0

IMPORTAMNT: Don't use empty spaces and separate ports with commas; red labels are required !
CHOSE A CLASS: | GAMES_DOWNLOAD |+

CLIENT BANDWIDTH LIMIT BURST PRICRITY UPLOAD  MARK MAC

[games01 | [s0 |[180 |[o [[2 il il | [oo11D8CFASZY |

SRCIPS SRC PORTS D5TIPS DST PORTS
[ Il |[182.185.0.100] Il |

Click here for new src, dst .. SAVE  RESET

Pilih Class “GAMES_DOWNLOAD”

Client: games01 (Sesuaikan misal bisa diganti “Client01”, nantinya secara otomatis namanya akan berubah sesuai classes dan
interfaces agar pengaturan di database tidak saling bertindih, DILARANG MERUBAH MELALUI EDIT CLIENT DENGAN
MEMBUANG IMBUHAN CLASSES DAN INTERFACES)

Bandwidth: 80 (dari rumus dan/atau kondisi dan harus kelipatan 8)

Limit: 160 (darirumusdan/ataukondisidanharuskelipatan 8)

MAC: 0011D8CFA521 (MAC- ADDRESS Client, sesuaikan)

DST IPS: 192.168.0.100 (IP ADDRESS Client, sesuaikan)

PERHATIAN:
UNTUKIDENTITASCLIENTBISAMENGGUNAKANMAC-ADDRESSAJAATAUIP-ADDRESSAJAATAUDIISIKEDUANYA,
DIANJURKAN TERUTAMAUNTUK WIFI AGAR MEMAKAIKEDUANYA. UNTUK CLASS GAMES_DOWNLOAD , JANGAN SAMPAI
MENGISI PORTS DAN SRC. DILARANG MENGISI MARK, JIKA AKAN MENGGUNAKAN MARK LEBIH BAIK MEMBUAT CLASSES
TERSENDIRI.

Buat client untuk koneksi I1X, masukkan pada classes [IX_DOWNLOAD...
| ADD CLIENT ON INTERFACE eth0

IMPORTANT: Dontuse empty spaces and separate ports with commas; red labels are required !

CHOSE A CLASS: | IX_DOWNLOAD -

CLIENT BANDWIDTH LIMIT BURST PRIORITY UPLOAD MARK MAC

|orowsing01 |ls0 |[1e0 |[o |[2 [ I | [ooocesarzzea |
SRC IPS SRC PORTS DST IPS DST PORTS
|[192.188.0.110 |

Click here for new src, dst. SAVE

\

Pilih Class “lIX_DOWNLOAD”
Client: browsing01 (Sesuaikan misal bisa diganti “Client01”, nantinya secara otomatis namanya akan berubah sesuai classes dan
interfacesagarpengaturandidatabasetidaksalingbertindih,DILARANGMERUBAHMELALUIEDITCLIENTDENGAN
MEMBUANG IMBUHAN CLASSES DAN INTERFACES)

Bandwidth: 80 (dari rumus dan/atau kondisi dan harus kelipatan 8)

Limit: 160 (darirumusdan/ataukondisidanharuskelipatan 8)

MAC: 000C46A7229A (MAC- ADDRESSCIlient, sesuaikan)

DST IPS: 192.168.0.110 (IP ADDRESS Client,

sesuaikan) PERHATIAN:

UNTUK IDENTITAS CLIENT BISA MENGGUNAKAN MAC-ADDRESS AJA ATAU IP-ADDRESS AJA ATAU DIISI KEDUANYA,
DIANJURKAN TERUTAMAUNTUK WIFI AGAR MEMAKAIKEDUANYA. UNTUK CLASS IIX_DOWNLOAD , JANGAN SAMPAI MENGISI
PORTS DAN SRC. DILARANG MENGISI MARK, JIKA AKANMENGGUNAKAN MARK LEBIH BAIK MEMBUAT CLASSES TERSENDIRI.

SetelahmembuatclientdiclassINTL DOWNLOAD...

S ANNUANTE 1T QlDeT [ lgl-ind

| ADD CLIENT ON INTERFACE eth0
IMPORTANT: Dont use empty spaces and separate ports with commas; red labels are required !
CHOSE ACLASS: |INTL_DOWNLOAD =

CLIENT BANDWIDTH LIMIT BURST PRIORITY UPLOAD MARK MAC

[orowsing01 | [48 |[102 |[o ||z 1 I | [ooocesa7229A |
SRCIPS SRC PORTS DST IPS DST PORTS

l I

Click here for new src, dst

Client: browsing01 (Sesuaikan misal bisa diganti “Client01”, nantinya secara otomatis namanya akan berubah sesuai classes dan
interfacesagarpengaturandidatabasetidaksalingbertindih,DILARANGMERUBAHMELALUIEDITCLIENTDENGAN
MEMBUANG IMBUHAN CLASSES DAN INTERFACES)

Bandwidth: 48 (dari rumus dan/atau kondisi dan harus kelipatan 8)



Limit: 104 (dari rumus dan/atau kondisi dan harus kelipatan 8)
MAC: 000C46A7229A (MAC- ADDRESS Client,
sesuaikan) DSTIPS:192.168.0.110(IPADDRESS

Client,sesuaikan) PERHATIAN:
UNTUK IDENTITAS CLIENT BISA MENGGUNAKAN MAC-ADDRESS AJA ATAU IP-ADDRESS AJA ATAU DIISI KEDUANYA,

DIANJURKAN TERUTAMAUNTUK WIFIAGAR MEMAKAIKEDUANYA. UNTUK CLASSINTL_DOWNLOAD , JANGAN SAMPAI
MENGISI PORTS DAN SRC. DILARANG MENGISI MARK, JIKA AKAN MENGGUNAKAN MARK LEBIH BAIK MEMBUAT CLASSES
TERSENDIRI.

Jangan lupa buatkan untuk semua client.

Terakhir jalankanWebHTB...

il /= WebHTE - Windows Internet Explorer
: - = ii 4| ¢ | [ =
| G@ - Iﬁ, hkbps: 1192, 168.0,200) webhtbfindex . phpa J @' Cettificate Errar |_f| |£| If, Live Search |P |

| Fle Edit Wiew Favortes Tools Help

'{} Favorites ﬁ WebHTE

|| Interfaces + Classes+ AddClient Show Change QOS Status Change Language Allowed IP's Help Version: 292

Start/Restart QOS5

Now WORKING WITH INTERFACE. eth0 Stop QOS5

Arahkan mouse ke “C-hng';e QOS Status” kemudian pilih “Start/Restart QOS’ dan click

Apply changes for eth

Config file generated, applying changes in 1 second...

Karenaadatambahan fasilitas pemisahlIX danINTLmaka prosesinilebihlama dari paaWebHTB yangtanpallXdanINTL. Kalau
sudah success akan sepertiini...

Apply changes for eth0

WebHTB was successfuly started on ethD .

Untuk melihatTraffic- nya,
Arahkan mouse menuju ke “Show” kemudian pilih “Show traffic” dan click

fl /= WebHTB - Windows Internet Explorer & |D|5]

G_E) v |@) hitpsi//192.168.0.200/webhibfindex php# x| %d Certificate Error \§| |E] | Live Search (P~

| File Edit View Favorites Tools Help

<7 Favarites (& webHTE

Interfaces + Classes + AddClient Show Change QOS Status Change Language Allowed IP's Help Version: 2.9.2

Show traffic

NOW WORKING WITH INTERFACE: ethQ Show XML config file
Show IIX IP's List
CLIENT BANDWIDTH L Show Games IP's List b & UPLOAD MARK SRCIPS DSTIPS

Contoh-traffic—

CLASS
CLIENT SPEED  BANDWIDTH LT TOKENS CTOKENS
SYSTEM_LOCAL 169.03 10240 102400 23999720 94
PROXY_HT_SYSTEM_LOCAL_eth0 16832 1024 10240 23997193 940
SAMBA_CUPS_SYSTEM_LOCAL_eth0  0.11 10240 102400 23999799 102
GAMES_DOWNLOAD 0 128 255 4750000 43828
[X_DOWNLOAD 50.89 128 255 1951944 46345
my-opik_IIX_DOWNLOAD_eth0 56.85 80 255 1558458 46346
INTL_DOWNLOAD 9.20 128 256 4744393 46639
my-opik_INTL_DOWNLOAD_eth0 9.20 80 256 7590291 46639
_default_ 3.35 8 8 3800000 97655

Adabaiknya setelahmengentrysemua client, lebihbaiklakukan restartpada server, terkadang jalannya QOS pada TC tidak normal.



TAHAP XXI INSTALL & SETTINGCACTI

e CACTI,sebuahprogram yangberbasiswebberfungsiuntukmemantauaktifitasserver, CACTImelaporkan dalambentukgrafik.
Jadisemua aktifitas serverakanterpantau mulai transfer rate datasampai kinerja processor maupun RAM.

e CACTljugamembutuhkanrepositorylainnya,antaranya SNMPdan RRD- TOOLS,berhubung kita sudahmenginstall
reprosistory tersebut. Setting SNMP- nya... bukafile /etc/snmp/snmpd. conf dan rubah menjadi sepertiini...

Kemudian restart SNMP- nya

# /etc/init.d/snmpd restart

e Test SNMP apakah sudah berjalan dengan SNMPWALK...

# snmpwalk -v 1 -c root localhost system

iCompliance

mpliance

urity Model.

e CheckdahuluversiSNMP danRRD- Toolsyangdipakaidgn perintahsebagaiberikut..
# rrdtool -V && snmpd -v

dan hasilnya...


mailto:th@opikdesign.com

dummp, re
Tune,

dapat dilihat, RRD- Tools ver 1.3.1 dan SNMP ver 5.4.1

Kemudian Install CACTI...

cacti wust have a database installed and configured bhefore it can be used.
If wou like, this can be handled with dbconfig-conmorn.

If wou are an advanced datsbase administrator and know that you want to
perforimm thiz configuration manually, or if wvour database has already been
installed and configured, you should refuse this option. Details on what
needs to be done should wost likely be provided in Jusr/share/doc/cacti.

Otherwise, wyou should probshly choose this option.

Configure databsse for cacti with dbeonfig-comoon?

should create its My30L database and user?

Password of your datasbase's administrative user:

<0k <Cancelx>

Please prowide a password for cacti to register with the datasbase server.
If left bhlank, & random password will be generated for you.

My30L application password for cacti:

«Cancel>

Select "None™ if wyou would like to configure your webserwver by hand.

Mehserver type

Anache
Anache-335L

<Ok <Cancelx>

Safafaaaiaqaaaaaaaaaaoaaaaafaqaaaaaaaaaqaaaaaaadaaaaaaaaaaqaaaaaqaaaaaanq




instalasi tahap pertama sukses
ing 1 .. Done

Installtahap2melaluicomputerclient/administrator denganmenggunakanweb- browsing,bukahttp:/[ip- server]/cactif/install...
&) cac =10 x|

i File  Edit Wiew History Bookmarks  Tools  Help

Muozilla Firefox

- c Bl |__] hkbpe 192, 168,0, 200) cactifinstallf -

i8] Most Visited || Getting Started Latest Headlines | | aboutblank | | Suggested Sikes | | Web Slice Gallary

| ] cacti -

Cacti Installation Guide

Tharnks for taking the time to download and install cact, the complete
graphing solution for your network, Before you can start making cool graphs,
there are a few pieces of data that cacti needs to know,

Make sure you have read and followed the required steps needed to install
cact before continuing, Install information can be found for Unix and
Win32-hased operating systems.

&lso, if this is an upgrade, be sure to reading the Upgrade information file.

Cacti is licensed under the GHU General Public License, you must agree to its
provisions before continuing:

This program iz free software; you can redistribute it and/or wodify
it under the terms of the GNU General Public License as published by
the Free 3oftware Foundation; either wersion Z of the License, or ([at
| Yyour option) any later wersion.

This program iz distributed in the hope that it will be useful, but
WITHOUT ANY WARRANTY: without even the implied warranty of
MERCHANTAEILITY or FITHWESS FOR A PARTICULAR PURFOSE. See the GHU

Gereral Public License for more details.

Daone

Click “Next >>"...




¥ cacti - Mozilla Firefox ]

i File Edit Wiew History Bookmarks  Tools  Help

63 - O X & ||j |http:mgz.163.0.2nu;cactuinsta||;index.php . |-']v|Ga-:-g|e P
H @ Mosk Wisited |j Getting Started - Latest Headlines |j aboutblank, |j Suggested Sikes |j web Slice Gallery

:J |j cacki | ==

Cacti Installation Guide

Please select the type of installation

B

|New|nstal| j

The following information has been determined from Cactl's configuration file,
If it is not correct, please edit 'include/config php' before continuing.

Database User: cacti

Database Hostname:

Database: cacti

Server Operating 3ystem Type: unix

| Dane 4
Click “Next >>"...

¥ cacti - Mozilla Firefox =]

File Edit ‘iew History Bookmarks Tools  Help
i; - O X & ||_“| |http:,l',I'192.168.D.2DD,|'cacti,|'instaII,l'index.php 7. |-‘]-|Google yo
J |j cacki | - |T

| AR = UL =1L =] L
Ifusr,’bin,’php Al
[DK: FILE FOUND]

[FOUMND] snmpwalk Binary Path: The path to your snmpwalk binary,
I,r'usrfbin,’snmpwalk
[k FILE FOUND]

[FOUMND] snmpget Binary Path: The path to your snmpget binary.
Ifusn’bin,’snmpget
[k FILE FOUND]

[FOUMND] snmpbulkyeralk Binary Path: The path to your snmpbulkwalk
binary,

Ifusr,’binfsnmpbulkwalk
[k FILE FOUND]

[FOUMND] snmpgetnext Binary Path: The path to your snmpgetnes=t binary,
Ifusr,’binfsnmpgetnext
[k FILE FOUND]

[FOUMD] Cacti Log File Path: The path to your Cacti log file.
I,.*varflug,’cacti,’cacti.lug
[k FILE FOUND]

SNMP Utility Yersion: The type of SNMP you have installed, Reguired if you

are using SMMP «2c or don't have embedded SHMP support in PHP,
INET—SNMP B vI

RRDTool Utility ¥ersion: The version of RRDTool that you have installed.
IRRDTDDH.E.x 'I

MOTE: Once you click "Finish", all of your settings will be saved and your
database will be upgraded if this is an upgrade. You can change any of the
settings on this screen at a later time by going to "Cacti Settings" from within

Cacti.

a

| Dane

Pilih SNMP dan RRD Tool yang dipakai kemudian click “Finish”...



Login, pertama akan muncul tampilan login sepertiini...
i “) Login to Cacti - Mozilla Firefox

'; File Edit ‘iew History Bookmarks Tools Help
' | » € X o [O)]hewuisz.tee.0.200/cacti - F,:ivleoogle 3]
"ﬁ Login to Cacti [ = |-

i User Login

Please enter your Cacti user name and password below:

User Name: |admin

Password: I““'

Login |

:l Done 4
masukan username dan password “admin”
gin to cacti - Mozilla Firefox ] -lﬂlﬁ]
| Fle Edt View History Bookmarks Tools Help
E' C 0 o || htpigyas2.168.0.200 cactifauth_changepassword. php?ref=http:/j192.168. 7 - I?]v| Google F3)
iﬁ Login to cacti [ = |-
¢ ﬁ Do you want Firefox to remember the password for "admin” on http:/{192.168.0.2007 Remember I Never for This Sitel Mot Mow Iﬁi
User Login
*** Forced Password Change ***
Please enter a new password for cacti:
Password: Iooo.o.oooooooo
Confirm: |..............
Save |
masukkan password baru untuk admin dan ulangi lagi, kemudian click “Save”...
tampilannya akan menjadi seperti ini...
L=

' File Edit Wiew History  Bookmarks  Tools  Help

GE - 0 X o |n | httpsij192.168.0.200)cacti] - I?]v| Goagle 2
| |19 cacti I - |T
! f Do you want Firefox to remember this password on http: /192, 168.0,2007 Remember | Mewver for This Site | Tot Mow | B

1 - - - -

console graphs

Console Logged in as admin [Logout)

m You are now logged into Cacti. You can follow these basic steps to get started. VYersion 0.8.7h

Hew Graph .
SR ® Create devices for network

® Create graphs for your new devices

Graph Management * Vigw YOLIF NEw graphs

Graph Trees
Data Sources

Devices

Collection Methods

Data Queries

Data Input Methods

Templates

Graph Ternplates

Host Ternplates
Data Ternplates

Import/Export

Import Templates

Export Templates

Configuration

Settings

Systerm L

:
a1

b

b

1

a1

1

a1

1

1

N EL




Setup/Setting Device pada CACTI...

buat device baru, click menu sisi kiri dibawah management click pada device...
—l0ix]

File Edit Wiew History Bookmarks Tools  Help

i; - O X a I”|http:,l’,l’192.168.0.200,l’cacti,l’host.php 7. |-']v|Google yel

m Cacti == -
LD [ IR ARAN -

Console -= Devices

Logged in as admin [Logout)

Mew Graphs

j Status: 30 Rows j Search: I

Management

Graph Management . = a
<o ] Sh ng Rows 1to 1 of 1 [1]
Graph Trees

Descripbon®#

Diats Sources ID Graphs Data Sources S5tatus Ewvent Count Hostmame Current (ms) Awverage (ms) Availability .

Dewices Localhost 1 4 [u] 127.0.0.1 0.71 0,54

- Previous Showing Rows 1to 1 of 1 [1]

Crata Queries
Choose an action: I Delete
Data Input Methads

Click “Add” pada sisi kanan atas...

kemudian isinya ikutin sebagai berikut...
Form Devices

Devices [new]

Description I .

Give thiz host a meaningful descriptian. PEI’SEgI

Hostname I.I 27.0.0.1

Fully qualified haostname or IP address for this device, B

Host Template - -

Choose what type of host, host template this is. The host template will I Lozal Linux Machine j

govern what kinds of data should be gathered from this tvpe of host

Notes
Enter notes to this hast,

Disable Host Mo
Check thiz box to disable all checks for thiz haost Disable Host

Untuk “Description” bisa dirubah...

Form SNMP Options dan Availability/Reachability Options- nya...

Availability / Reachability Options

Dowmned Device Detection

The method Cacti will use to determine if a host is available for pelling. I Ping and SNMP j
NOTE: It iz recommendad that, st & minimurm, SNMP alwaps be selacked.

Ping Method -

The type of ping packet to sent. I LIDF Plng "l
NOTE: TCMEP on Linuz/UNIX requires root privilagas.

Ping Port |23
TCP or UDP port to atkernpt connedction,

Ping Timeout Yaluse
The timeout value to use for host ICMP and UDP pinging, This host SHMP 400
timeout value applies for SHMP pings.

Ping Retry Count I.]
The number of times Cacti will atternpt to ping a host before failing.

SHMP Opltions

SNMP Yersion I . I
Choase the SHMP wersion for this device, Warsionz ¥
SHMP Community IrDDt

SHMP read cornrnunity for this device.

SNMP Port

Ermter the UDP port nurnber to uze for SHMP (default iz 161]. 161

SMMP Timeout
The rmaxirmurn number of milliseconds Cacki will wait for an SHNMP rezponze 500
(does not work with php-snmp support].

Maximum 0ID's Per Get Requast

Specified the number of OID's that can be obtained in a single SHMP Get I.]D
request,

MNOTE: This feature anly works when using Spine

cancel || create

kemudian click “create”

Kalau berhasil dan SNMP berjalan normal di CACTI, maka akan muncyl_tulisan disisi kiri atas seperti ini...
dit)

Logged in as admin (Logout)

Save Successful,

Persegi (127.0.0.1)

SNMP Information

System: Linux perszegi Z.5.25-l5-server #49-Ubuntu IMF Tue dug 15 17:30:06 UTC 2009 i5SE6
Tptime: 927517 (0 day=. Z hour=. 2f minutes=)

Hostname: perssgi

*Create Graphs for this Host

Location: dn=.per=ssgi.net
Contact: thRopikdesign.com




Scroll kebawah sampai muncul...

Associated Graph Templates

Graph Template Name

1) Linux - Mernory Usage Mot Being Graphed x
2) Unix - Load Average Mot Being Graphed x
3) Unix - Logged in Users Mot Being Graphed x
4) Unix - Processes Mot Being Graphed x
#dd Graph Template: | Cisco-CPU Usage j

Associated Data Queries

Data Query Name Debugging Re-Index Method

1) Unix - Get Mounted Partitions [Verbose Quary] Uptire Goes Backwards Success [12 Iterms, & Rows] oxX

add Data Query: | Karinet-'Wireless Bridoe Statistics j Fe-Index Method: | Uptime Goes Backwards j

| cancel || save |

Untuk form Associated Data Queries...

Hapus... 1) Unix — Get Mounted Partitions, dengan click tanda silang merah.

kemudian Add Data Query pilih “SNMP - Get Mounted Partitions” dengan Re- Index Method pilih “Verify All Field” click add.
ulangi, Add Data Query pilih “SNMP - Get Processor Information” dengan Re- Index Method pilih “Verify All Field” click add.
terakhir, AddDataQuerypilih “SNMP-Interface Statistic”’denganRe- Index Methodpilih “Verify All Field”’clickadd.

Tampilan akan menjadi seperti ini...
Associated Data Queries

Data Query Name Debugging Re-Index Method

1) SHMP - Get Mounted Partitions (Werbase Query) werify All Fields Success [39 Items, 13 Rows] O x
2) SHMP - Get Processor Information (Werbose Query) Verify All Fields Success [1 Itern, 1 Row] (o] 4
3) SHMP - Interface Statistics (Werbose Quary] warify All Fields Success [35 Iternz, 4 Rows] O X

Add Data Quary: |Kar|net-WireIess Bridge Statistics j Re-Index Method: |Uptime Goes Backwards j

Lihatstatus- status padaform Associated Data Queries seharusnya Success kalau SNMP sudah berhasil melakukan Query
pada mesin Linux.

Kemudian pada form Associated Graph Templated tambahkan SNMP template...
Add Graph Templated pilih “SNMP - Generic OID Template” click add.

Tampilan keseluruhan akan menjadi sebagai berikut...
AsSs50 ed Graph Templates

Graph Template Name

1) Linux - Mermnaory Usage Mot Being Graphed
2) SMMP - Seneric OID Template Mot Being Graphed
3) Unix - Load Average Mot Being Graphed
4) Unix - Logged in Users Mot Being Graphed

x
x
x
x
b 4
Add Graph Ternplste: | Cisco- CPLU Usage |

5) Unix - Processes Mot Being Graphed

Associated Data Queries

Data Query Name Debugging Re-Index Method

1) SHMP - Get Mounted Partitions (Werbose Query) varify All Fields Success [39 Items, 13 Rows] O X
2) SHMP - Get Processor Information (Werbase Query) warify All Fields Success [1 Itern, 1 Row] (o] 4
3) SMMP - Interface Statistics (Werbose Query) verify All Fields Success [35 Items, 4 Rows] (o] 4

Add Data Quary: | Karlnet-Wireless Bridge Statistics j Re-Index Methad: |Uptime Goes Backwards j

Kemudian click “save”... |_cancel || save |

Tampiiau akarrkembatt ccpclti i

) Cacti - Mozilla Firefox (=] ]
File Edit ‘“ew History Bookmarks Tools  Help
i; - & A’ @y | 19 |hetp:j192.168.0. 200 cactifhost php 77 - |-'] 7| Google yol

mtacti t -
e [ M

Console -> Devices

Logged in as admin (Logout)

= | save Successful.

Mew Graphs

Management

Graph Management
Tupe: A ¥ | Status: | An ¥ | Rows: 30 Rows ¥ | Search: clear 1
Graph Trees g I Y J I Y J I J I

Data Sources

E— << Previous Showing Rows 1 to 2 of 2 [1] MNext ==

collection Methods Description** ID Graphs Data Sources S5Status Event Count Hostname Current (ms) Average (ms) Awvailability .
Data Queries Localhost 1 4 =1 u} 1z7.0.0.1 14,12 3.04 100
Data Input Methods Persegi z 0 ] 127.0.0.1 14,12 3.04 100

Templates

<< Previous . ing 1to2of2[1]
Graph Templates I-b

Host Templates Choose an action: EDB|E!tE j




Padadevice yang tadikita buat, sisikananberitandacentang dan pada Choose an Action pilih “Pleaceon a Tree(Default Tree)”
click “go”...

) Cacti - Mozilla Firefox -0l x|
1 File Edit Wiew History Bookmarks  Tools  Help

é@v C ¥ & In|http:,l’,l'192.168.0.200,|’cacti,l’host.php 77 - IE'|Google yo
! m Cacti

| [l ‘

i —
console graphs

: Console -> Devices -> Actions

Lagged in as admin (Logout)
m Place on a Tree (Default Tree)
Hew Graphs When you click save, the following hosts will be placed under the branch selected
below.

Graph Management .
R . ® Perseqi
Graph Traes

Data Sources Destination Branch:

Devicas I [rg Dt] vl

Collection Methods

Data Input Methads
Templates

mranh Tarmnlatas

Pilih “yes”...

Kemudian device bawaan CACTI yaitu “localhost” di- delete...
Pilih “Localhost” click sisi kanan kemudian Choose an Action pilih “Delete” click “go”...

) Cacti - Mozilla Firefox

=100
4 File Edit Wew History EBookmarks Tools  Help

égv C X & I”|http:,l’,l’192.168.0.200,l’cacti,l’host.php 7~
Cacti I == |T
H c-onsole grapT'ls

i { | I I )
¢ Conzole -> Devices -> Actions

Legged in as admin (Logout)

fj - IE"|G00gIe o

<

|

Mew Graphs Are you sure you want to delete the following devices?
Management

-
Graph Management Localhaost
Graph Trees

e " Leave all graphs and data sources untouched. Data sources will be disabled
Data Sources however,
Dewices

# Delete all associated graphs and data sources.
Collection Methods

Data Queries

Data Input Methods

Click “yes”... Tampilannya akan menjadi seperti ini...

) Cacti - Mogzilla Firefox = |
File Edit Wiew History Bookmarks Tools Help

GE' C X o I"|http:,l',l'192.168.0.200,l’cacti,l'host.php 77 - IE'|Google 2
ﬁtacti

——— —
console graphs

Consale -> Devices

Logged in as admin (Logout)

Mew Graphs

Management

3
-
b
o

x
5
T

j Status: IAny j Rows: ISD Fionws j Search: I

clear !

Graph Management - .
T - . Previous
Graph Trees

ing Rows 1to1of 1[1]

Next >
Beis Seuraas Description®* ID Graphs Data Sources Status Event Count Hostname Current(ms) Average (ms) Availability i
Devices Persegi 2 0 a 127.0.0.1 0.68 2.74 100 r
Previous 5 g Rows 1to 1 of 1[1]
Data Queries

Mext ==

Choose an action: IDB|EtE! j

Data Input Methods




Buat grafik, Click “New Graphs” pada Create Menu sisi Kiri...

¥) Cacti - Mozilla Firefox =10
1 File Edit Wiew History Bookmarks  Tools  Help
‘; - c X TR I" |http:,l’,l’192.168.D.ZDDIcacti,l’graphs_new.php TT” - I'_"l'|G00gIe )-
Im Cacti m F
0 el 1 Physical rmemoaory 1024 Bytes I ;I
i Systern Utilitizs 3 Virtual mermory 1024 Bytes r
User Managemant 3 Mernory buffers 1024 Bytas [
Logout User
7 Cached mernary 1024 Bytes [l
2 Shared rmermary 1024 Bytes [
in0 Swap space 1024 Bytes |7
31 i 4096 Bytes [
32 feysffsifusefconnections 4096 Bytes -
23 Jhomelproxyl 4096 Bytes v
34 fhomefproxyz 4096 Bytes I
35 fhamershare 4096 Bytes -
36 fuar 4096 Bytes -
37 fuwarfspoalfhavp 1024 Bytes [

Data Query [SNMP - Get Pror i+ Information]

Processor Index Number

Data Query [¢ ' - Inter

Index Status Descripion ®Name (IF-MIB) Alias (IF-MIB) Type Speed Hardware Address IP Address .
1 Up la la softwareLoopbacki24) 10000000 1z7.0.0.1 [l
2 Up ethi ethd ethernetCsmacd(6) 10000000 00:00:11:95:5E:5% 164 192,168.0,200 ¥
3 Dawn ethi ethl ethernetCsrmacd(&) 10000000 00:00:EQ:4F:39:45:E4 180.20.0.1 =
50 Up ppp0d pppl pppl23]) a 114,123.8.82 ¥
L Sedect @ qraph type! EInfOut Bites with Total Bandwidth : j

=
4

|D0ne

sesuaikan kebutuhan, misalnya penggunaan RAM dan Processor, b/w traffic transfer rate, sisa partisi hdd untuk proxy, dll.

beri tanda centang yang dimaksud untuk dibuat grafik- nya... click “create”.
I=IE

File Edit ‘“iew History Bookmarks Tools Help

6 = c x (R I” |http:,l',l’192.168.D.ZDD,l’cacti,l'graphs_new.php
J p Cacti I B

— —_—
console graphs
Console -= Create Mew Graphs -> Create Graphs from Data Query Logged in as admin (Logout)
Create 4 Graphs from "SNMP - Get Mounted Partitions’
New Graphs
Create 1 Graph from 'SNMP - Get Processor Information®
Graph Managernent Graph Items [Termplate: H 'l ilizat
Graph Trees Legend Color

Dats Sourcas The color to uze for the legend.

Devices C e
. Create 3 Graphs from "SNMP - Interface Statistics

Collection Methods

Data Queries 1

Cata Input Methods Lo I| create I

Templates

Click “create”...

kalau berhasil akan muncul tulisan “created graph: bla... bla... bla...”
=101 x|

File Edit ‘“iew History EBookmarks Tools Help
i; - c x (a1 In |http:,l',l’192.168.D.ZDD,I'cacti,l’graphs_new.php?host_id=2 T? - I'_-._l'|Google ,-
D cacti I + F

Console -* Create Mew Graphs Logged in as admin [Logout)
+ . i - -
e e Created graph: Persegi - Used Space - Swap space
+ Created graph: Persegi - Used Space - /home/proxyl
Management + Created graph: Fersegi - Used Space - /home/proxy2
o X .- 11 A
T Created graph: Persegi - CPV Usilisavion - CPUD
+ Created graph: Persegi - Traffic - etho
Graph Trees + Created graph: Persegi - Traffic - ethl
+ Created graph: Persegi - Traffic — ppp0

Data Sources

Devices




Terakhir, jadikan grafik yang sudah dibuat agar menjadi Default Tree, click “Graph Management”...

Mozilla Firefox -0 x|

1 File Edit  Wiew History Bookmarks  Tools  Help

- | Google

t e
Bl console graphs

- Console -> Graph Management Lagged in as admin (Logout)

m Graph Management Add

Mew Graphs

Hoszt: Ay *| Termplate: IAny j clear
———
Graph Management Rows: I 30 Rows j Search: I
--- CDEFs
--- Colars <. Previous :
--- GPRINT Presets Graph Tide*#* Template Name ﬂ
Graph Trees Persegi - CPU Utilization - CPUD El Host MIB - CPU Utilization 120x500 4l
Data Sources

Persegi - Traffic - ethd 10  Interface - Traffic (bytes/sec, Total Bandwidth) 1Z20x500 v
Devices

o _ _ . . 7

Collection Methods Persegi - Traffic - eth1 11  Interface - Traffic (bytes/sec, Total Bandwidth) 120x500 v
Data Quaries Perseqgi - Traffic - ppp0 12 Interface - Traffic (bytes/sec, Total Bandwidth) 1Z20x500 v
Data Input Methaods Persegi - Used Space - /home /proxy1 7 Haost MIB - Available Disk Space 120:500 |7
Templates Persegi - Used Space - /home /proxy2 a8 Haost MIB - Available Disk Space 120x500 v
Graph Templates Persegi - Used Space - Physical memory 5 Haost MIB - Available Disk Space 1Z20x500 4l
Haost Ternplates B . .

Perseqgi - Used Space - Swap space [ Haost MIB - Available Disk Space 1Z20x500 4l
Data Termplates

Import/Export

Impart Templates L Choose an action: |Place ona Tree (Default Tree) j

Expaort Templates

beritandacentangdisisikananpada semuagrafikyang kitabuattadidan pada ChooseanActionpilih “PleaceonaTree (Default
Tree)” click“go”...

Setting terakhir, agar cacti selalu melakukan poller setiap 5menit...

Pada menusisi kiri click “Settings” pada Configuration...

) Cacti - Mozilla Firefox -3 =l
' File Edit Yiew History Bookmarks Tools  Help

C X a I"|http:,l’,l’192.168.D.ZDD,l’cacti,l'settings.php

IJ 19 cacti a8 | 1D cacti = ] D cacti
[} e
il console gra[;lhs“\

- Consale -> Cacti Settings

| General ||Paths || Poller || Graph Export || Visual || Authentication |

ew Ereping Cacti Settings {General)

Graph Managerment

Lagged in as admin [Logout)

Log File Destination -
Graph Trees How will Cacti handle event logaging. I LDgfI|E Only j

Data Sources I_ wWeb SHNMP Massages

Web Events

I web RRD Graph
i P i ph Suntax
Collection Methods What Cacti webzite meszages should be placed in the log.

I_ Graph Export Meszages
Data Queries

Poller Specific Logging
Cata Input Methods

Poller Logging Level —
Templates what level of detail do you want sent to the log file. WARNING: Leaving in ILOW—Statlsncs and Errors j
Graph Templates any other status than MOME or LOW can exaust your disk space rapidly,
Hast Templates A
= Poller Syslog /Eventog Selection r Rollergstati=tice
Cata Ternplates If you are using the Syslog/Eventlog, What Cacti poller messages should be [ paller W arnings
Import/Export placed in the SwslogfEventlog,

[+ Poller Errors
Wi Termpleias Required Tool ¥ersions

PR TermpldEs SNMP Utility Version

Configuration The type of SMMP vou have installed, Required if you are using SMMP v2c or INET—SNMP 5x 'l

Sattings don't have ermbedded SMMP support in PHP,

RRDTool Utility Yersion I I
m The wersion of RRDTool that you have installed. RRDTool1.2x ~
Systern Utilities SNMP Defaults
Uzer Managerment

SNMP Version I . l
Logout User Default SHMP version for all new haosts, version2 ¥

SNMP Community

Default SHMP read cornrmunity for all new hosts, IrDDt
SNMP Username (v3) I
The SHMP w2 Usernarme for palling hosts,

SNMP Password (v3)

The SHMP v3 Password for palling hosts,

| hitpeyr192,168.0.200/cactifhostphp

Kl




Pada tab “General” Scroll kebawah... form “SNMP Defaults” isi seperti ini... setelah itu click “save”

SNMP Yersion
Cefault SHMP wersion for all new hosts,

SHNMP Community
Default SHMP read cornmunity for all new hosts,

SNMP Username [v3) I
The SMMP w3 Username for polling hosts,

SNMP Password (v3)
The SHMP w3 Password for polling hosts,

SNMP Auth Protocol (w3)
Choose the SMMPu3 Autharization Protacal, MO (default) =

SNMP Prvacy Passphrase (v3) I
Choose the SNMPuS Privacy Passphrase,

SNMP Privacy Protocol (v3)

Choose the SNMPu3 Privacy Protocol, DES (dEfaum hd
SHNMP Timeout ISUU

Crefault SHMP timeout in milli-secands,

SNMP Port Number I-IE-I

Default UDP port to be used for SHNMP Calls, Typically 161,

SMMP Retries

The nurnber times the SHMP poller will atternpt to reach the host before |3

failing,

Kemudian pergi ke tab “Poller” dan scroll kebawah... form “Host Availability Settings” isi seperti ini... click “save”

Downed Host Detection
The method Cacti will use to determine if a host is available far polling.
NOTE: It js racommeandad that, 3t 3 minimum, SMMF always ba selactad.

Fing and Shik

Ping Type -

The type of ping packet to sent, IUDP Plng 'I
MNOTE: ICMP raquires that the Cadti Servica ID have root privilages in Unix.

Ping Port

when choosing either TCP ar UDP Ping, which port should be checked far |23
availability of the haost priar to polling,
Ping Timeout Yalue

The timeout value to use for host ICMP and UDP pinging. This host SNMP |4UU
tirmeaout value applies for SMMP pings.

Ping Retry Count I.]
The number of times Cadi will atternpt to ping a haost befare failing.

Terakhir, tambahkan poller pada crontab... jalankan perintah dibawah ini...

# echo "*/5 * * * * /usr/share/cacti/site/poller.php > /dev/null 2>&l" >>
/var/spool/cron/crontabs/root

Kemudianaktifkanguestaccountagar akanmemlihatgrafiknya tidakharusmasukke accountadminbertujuansettingan CACTI
dirubah- rubahlagi.

Pilih menu kiri di “Utilities” dan click “User Management”... tapilannya akan menjadi berikut..

) Cacti - Mozilla Firefox -0 x|
| Fil=  Edit Yiew History EBookmarks Tools Help

is > R c x BT I" |http 11192,168.0,200/cactifuser_admin, php f:f’ I_' |G00gle )'-\'
l:acl:i E | & ‘Webmin 1,480 on perseqgi (Ubunku Linu. . ]

i:onsole grap_h‘_s“\ "I
i 1

| Console -> User Managernent

Logged in as admin ([Logout)

User Management Add

Mew Sraphs

Management

Graph Management

Search: I

< Previous : gFR 1to 2 of 2 [1]
Graph Trees
User Name*#* Full Name Enabled Realm Default Graph Policy Last Login
Drata Sources
Beviass admin Adrninistrator ez Lacal ALLOW Sunday, Septernber 06, 2009 22:12:15

Collection Methods Guest Account Mo Laocal ALLOW M

Data Queries to 2 of 2 [1]

Dats Inpuk Methods L

Templates Choose an action: I Delete 'l
Granh Tamnlates

Pada “guest” sisi kanan beri tanda centang kemudian pada “Choose an action” pilih “Enable” click “go”

) Cacti - Mogzilla Firefox (=]
File Edit Wiew History Bookmarks Tools  Help

Gl-u-_l - C X @ |D | hetp:/7132.168.0. 200 cactifuser_sdmin.php - J3
|19 cacti 63 | . webmin 1,480 onper...| | | | | WebHTB P cPanel X cPanel File Manager v3 || | (P cPanel ¥ B

i:onsole grap_h‘_s“\ "I J ' |

Console -> User Management -> [Action])

Logged in as admin (Logout)

e @ Are you sure you want to enable the following users?
Management

-
Graph Management guest

Graph Trees

Cata Sources I

click “yes”...




) Cacti - Mozilla Firefox =10l x|

File Edit ‘Wew History Bookmarks Tools Help

i; - C X I" |http:,l’,l’192.168.D.2DD,|’cacti,|’user_admin.php b I"l‘| Google yol
” Cacti %] | 4 Webmin 1,480 an per...| | ] |j WebHTE 13 ] (F cPanel % [E3) ] P cPanel File Manager w3 | | QF cPanel ¥ &3 | += | =

Console -» User Management

User Management

Mew Graphs

Management

Graph Management

<< Previous 5 g Rov to 2[1]
Graph Trees
User Name** Full Name Enabled Realm Default Graph Policy Last Login
Data Sources
Devicas i Adrinistrator Yeas Local ALLOW Maonday, Septernber 07, 2009 04:27:43
Collection Methods Guest Account es Local ALLOW M A
Data Queries 2 i 5 ! b of 2 [1]
Data Input Methods L;

Templates Choose an ackion: I Delete 'l

Graph Termplates

Click “guest” untuk mengedit account tersebut...

kemudian paa form User Management [edit: guest], Pada “Account Options” matikan/buang tanda centang pada “User Must
ChangePasswordat NextLogin”dan “AllowthisUserto KeepCustomGraphSettings”... untuk “Password”isi“guest’...
jangan lupaclick “save”...

User Management [edit: g

User Name

The login narne for this user IguESt

Full Hame

A rnore descriptive name for this user, that can include spaces or spacial IGuest Account

characters,

Password 'TI11]

Enter the password for this user twice, Remember that passwords are case

sensitive! (111 1]

Enabled

Deterrnines if user iz able to lagin. ¥ Enabled

Account OptHons I_ User Must Change Password at Mext Login

Bt 2mp WSEr SEERURI-EPREE SREInS e, r Allow this User to Keep Custormn Graph Settings

|7 Usear Has Rights to Tree View

Graph Dptions . . )
Set any graph-zpecific aptions here. v User Haz Rights to List View

p Uszar Haz Rights to Praview View

o Show the page that user pointed their browser ta,

Login Options ‘e

what ta do when this user logs in. Show the default conzale screen.
= Show the default graph screen.

Authentication Realm

Cnly used if you have LDAP or Web Basic Authentication enabled, Changing ILDCEJ vI

this to an non-enabled realm will effectively dizable the user,

Installsampaisetting sudah selesaimaka logout,tunggu 5Smenitagar CACTImencatatsemuagrafiknya kemudianloginkembali
dengan user“guest”....

¥} Login to Cacti - Mozilla Firefox =lal x|

| File Edit Miew History Bookmarks  Tools  Help

s i; - 0 X @ ||j|http:,l’,l’192.168.D.ZDD,l’cacti,l’index.php - |-']v|Google 2

3} |j Login ko Cacti ﬁ | ﬁ ‘Webmin 1,450 on per...| l |j WebHTE |E3) l P cPanel % = l P cPanel File Manager v3 \E3| l P cPansl % 1e3f | + | -
@9 Do you want Firefox to remember the password For "Guest Account” on http: /192, 168.0,2007 Remember | Mewver for This Site | Tok Mow | ﬁ |

User Login

Please enter your Cacti user name and password below:

User Mame: |guest

Password: |-uu|

Laogin |

Done




hasilnya grafiknya kurang lebih akan sepertiini....

¥) Cacti - Mozilla Firefox O] x|
| File Edit Wiew History Bookmarks Tools  Help
| ‘S - c x (aT In |http:,l’,l’192.168.D.2DD,|’cacti,|’graph_\~'iew.php?action=tree&tree_id=1&JeaF_id=8&seIect_First=true ‘T? M I'.'"l'|GoogIe )
i | 9 cacti %] | 1y Webmin 1,480 on per...| ] | ] WebHTB [£3] ] P cPanel ¥ = ] (P cPanel File Manager v3 || l P cPanel % = ] - | -
Do you want Firefox ko remember the password For "guest” on htkp:ff192, 168.0, 2007 Remember | Mever For This Site | [dok Mow | E

o AWMLY\ QB

Graphs -> Tree Mode Logged in as guest (L

E"?efau'tTree Presets: | Last Day =] From: [7009-09-050433 g To:[200909-07 0433 H 41Day <% refresh || cl

Tree: Default Tre

Persegi - Used Space - /home/proxy1l &
126 g
10 G
w 80G
)
1) 680G
4G
26
ISurl 0&:00 Sun 12:00 Sun 18:00 Mon 00:00
From 2008/08/06 04:33:52 To 2008/08/07 04:33:52
W Total Current: 12.56 G Average: 12.56G Maximum: 12.58G
W Used Current: 202.98 M Average: 202.73 M Maximum: 202.98 M
Persegi - Used Space - /home/proxy2 N
12 G g
106G
w 8G
& 66 =
4| | ]|
A

| Done

TAHAP XXI1 INSTALL
WEBMIN

Bagiadministrator baruatauyang tidakmau reportmenggunakan command pada shell,bisadiinstall webmin,semuakonfigurasi
server akan bisa dirubah- rubah dalam bentuk wb- base/web- GUI yang mempermudahkan si administrator dalam
memanage server- nya.

Editfile /etc/apt/sources.1ist kemudian pada baris paling bawah tambahkan...

Kemudian jalankan perintah sebagai berikut...

#apt- getupdate && apt- getinstall webmin

Setel

-lojx

| Flle Edit  Mew Higtory  Bookmarks  Tools  Help

sl hitbps:/ /192, 168.0.200: 10000 <7 |-.-"lv|Google J3)

;J! Cacti (=] l & https:,-",-’lgz....2l]l]:1l]l]l]l],-’ﬁ |_ WebHTE |E3 l P cPanel %] l Facebook | Find Your Friend... | l - F

I Login to Webmin

You must enter a usernarme and password to login to the YWebmin
SEneron 19z . 165.0.200.

Username |

Password I

™ Rermember login permanently?

Laogin | Clear |



http://download.webmin.com/download/repository

masukan username dan password root kemudianclicklogin...
makatampilan halaman pertamawebmin akansepertiini...

) webmin 1.480 on persegi {Ubuntu Linux 9.04) - Mozilla Firefox o ] B

| FBile Edit View History Bookmarks Tools  Help
E“" C X o [aH N https:{/192,168,0,200:10000] w7 I?"|Google P

J! Carti = | & Webmin 1.480 on perse... (3 | | '] webHTE = | P cPanel % = | Facebook | Find Your Friend.. || | - | ~

Login: root

& webmin =

webmin

O Semwers

@ Others

B Netwarking System hostname perseqi

O Hardware Operating system Ubuontu Linux 9.04

@ Cluster Webmin version 1.480

@ Un-used Modules Time on system Won Sep 7 05:23:09 2009

Search: Kemel and CPU Linux 2.6.28-15-semver on 686

A System uptime 11 hours, 15 minutes

. View Module's Logs CPU load averages 033 (1 min) 0.36 (5 mins) 0.40 (15 mins)

f Systern Information Real memory 370.02 ME tatal, 218,46 MEB used

=* Refrech Modules I mmmm———

@ Logaut Virtual memory 956,96 ME total, 132.46 MB used

P EEEEEE——
Local disk space 74 68 GB total, 5.42 GB used
]

Done L'} 4
Untuk selanjutnya dapat mempelejari dari menu- menu pada sisi kiri...

) Webmin 1.480 on persegi (Ubuntu Linux 9.04) - Mozilla Firefox - IEIIﬂ
| File Edit Wiew History Bookmarks Tools  Help

https: /{192, 168.0,200: 10000/ 77 - |-:,]v| Google P2

J_n Cacti

= | % Webmin 1.480 on perse... &3 | |j WebHTE = | P cPanel % |3] | Facebock | Find Your Friend... || | == | -

Login: root =
O wehmin o
€§ webmin

Bootup and Shutdown

Change Passwords

D_i5k and Metwork System hostname persegi

F?Iesystems Operating system Ubuntu Linux 9.04

Filesystern Backup . .

Log File Ratation Webmin version 1.480

MIME Type Programs Time on system hon Sep 7 05:23:09 2009

PAM Authentication Kernel and CPU Linux 2.6.28-19-server on iG636

Running Processes System uptime 11 hours, 15 minutes

Scheduled Cormrmands
Scheduled Cron Jobs
Software Packages
Systern Docurmentation
Systermn Logs

Users and Groups

CPU load averages
Real memory

Virtual memory

Local disk space

Apache Webserer
BIMD DMNS Server
DHCP Server
My SOL Database Server
Read User Mail
SEH Server
Samba Yindows File Sharing
Squid Proxy Server
Squid Repart Generator
@ Others
(] Metworking
O Hardware
O Cluster
@ Un-uzed Modules =

0.33 (1 min) 0.35 (5 mins) 0.40 {15 mins)
370,02 ME total, 218.46 MB used

956.96 ME total, 132,46 MB used

7468 GE total, 6.42 GB used

|D0ne
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